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Test case #12564 ATNA_SA-SN_ITI19_Error_Cases
Test Summary

Keyword : ATNA_SA-SN_ITI19_Error_Cases
Name : ATNA_SA-SN_ITI19_Error_Cases

Version : 1.0 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

Verify Secure Application or Secure Node acting as Server are able to reject invalid TLS handshakesShort Description :

Author : aeschlimannVerified by :ceoche
Date of last 2019-10-11 10:08:19.387746 by NicolasBailliet

Test Description
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Test Participants
Role in test  : GAZELLE_SECURITY_SUITE (Tool) Option : R 1Nb of instances :
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Test Participants
Role in test  : SN_or_SA-ATNA (SUT) Option : R 1Nb of instances :

OptionActor Profile

ATNA NONESA

ATNA NONESN

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

SN_or_SA-
ATNA

GAZELLE_
SECURITY

_SUITE

RequiredYesITI-1910 DICOM,
WEBSERVICE or

SYSLOG

[TRANSACTION][EVIDENCE] Run IHE_ErrorCase_Corrupted. Copy/paste your result using the "Add an URL" button.

SN_or_SA-
ATNA

GAZELLE_
SECURITY

_SUITE

RequiredYesITI-1920 DICOM,
WEBSERVICE or

SYSLOG

[TRANSACTION][EVIDENCE] Run IHE_ErrorCase_Expired. Copy/paste your result using the "Add an URL" button.

SN_or_SA-
ATNA

GAZELLE_
SECURITY

_SUITE

RequiredYesITI-1940 DICOM,
WEBSERVICE or

SYSLOG

[TRANSACTION][EVIDENCE] Run IHE_ErrorCase_Self-Signed. Copy/paste your result using the "Add an URL" button.

SN_or_SA-
ATNA

GAZELLE_
SECURITY

_SUITE

RequiredYesITI-1950 DICOM,
WEBSERVICE or

SYSLOG

[TRANSACTION][EVIDENCE] Run IHE_ErrorCase_Unknown. Copy/paste your result using the "Add an URL" button.

SN_or_SA-
ATNA

GAZELLE_
SECURITY

_SUITE

RequiredYesITI-1960 DICOM,
WEBSERVICE or

SYSLOG

[TRANSACTION][EVIDENCE] Run IHE_ErrorCase_Without_Authentication. Copy/paste your result using the "Add an URL"
button.

SN_or_SA-
ATNA

GAZELLE_
SECURITY

_SUITE

RequiredYesITI-1970 DICOM,
WEBSERVICE or

SYSLOG

[TRANSACTION][EVIDENCE] Run IHE_ErrorCase_Wrong_Key. Copy/paste your result using the "Add an URL" button.
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Sequence Diagram

Page 4 of 112019-10-11



Conformance tests definitions

Test case #12562 ATNA_SA-SN_ITI-20
Test Summary

Keyword : ATNA_SA-SN_ITI-20
Name : ATNA_SA-SN_ITI-20

Version : 1.0 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

Verify a Secure Application or a Secure Node is able to send an Audit Message with the Syslog
protocol to the Syslog Collector simulator

Short Description :

Author : aeschlimannVerified by :aberge
Date of last 2019-09-11 12:50:05.775804 by aeschlimann

Test Description

Test Participants
Role in test  : GAZELLE_SECURITY_SUITE (Tool) Option : R 1Nb of instances :

Role in test  : SN_or_SA-ATNA (SUT) Option : R 1Nb of instances :

OptionActor Profile

ATNA NONESA

ATNA NONESN

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

GAZELLE_S
ECURITY_S

UITE

SN_or_SA-
ATNA

RequiredNoITI-2010 SYSLOG

[TRANSACTION] Operator triggers an event to send an Audit-Message to the Syslog-Collector

SN_or_SA-
ATNA

SN_or_SA-
ATNA

RequiredNo20 None

[EVIDENCE] Paste here the permanent link of the message received by the SyslogCollector
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Sequence Diagram

Page 6 of 112019-10-11



Conformance tests definitions

Test case #12553 ATNA_SA-SN_Questionnaire
Test Summary

Keyword : ATNA_SA-SN_Questionnaire
Name : ATNA_SA-SN_Questionnaire

Version : 1.0 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

ATNA Secure Application or Secure Node completes the ATNA Questionnaire to provides information
on secured elements of the system.

Short Description :

Author : aeschlimannVerified by :ceoche
Date of last 2019-10-10 14:03:17.570249 by NicolasBailliet

Test Description
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Test Participants
Role in test  : SA-ATNA (SUT) Option : R 1Nb of instances :

OptionActor Profile

ATNA NONESA

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

SA-ATNASA-ATNA RequiredNo10 None

[OTHER_ACTION] Set the supported actor in the Questionnaire (SA or SN)

SA-ATNASA-ATNA RequiredNo20 None

[OTHER_ACTION] Complete the "Inbound network communications" tab

SA-ATNASA-ATNA RequiredNo30 None

[OTHER_ACTION] Complete the "Outbound network communications" tab

SA-ATNASA-ATNA RequiredNo40 None

[OTHER_ACTION] Complete the "Authentication process for local users" tab

SA-ATNASA-ATNA RequiredNo50 None

[OTHER_ACTION] Complete the "Audit messages" tab

SA-ATNASA-ATNA OptionalNo60 None

[OTHER_ACTION] Complete the "Non network means for accessing PHI" tab (Mandatory for Secure Nodes)

SA-ATNASA-ATNA RequiredNo70 None

[OTHER_ACTION] Complete the "TLS Tests" tab

SA-ATNASA-ATNA RequiredNo80 None

[EVIDENCE] Paste in this step the permanent link of the ATNA Questionnaire

Page 9 of 112019-10-11



Conformance tests definitions

Sequence Diagram
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