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Conformance tests definitions

Test case #13221 CHATC_ARR_CONF
Test Summary

Keyword : CHATC_ARR_CONF
Name : CHATC_ARR_CONF

Version : 1.0 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

Configuration and data feed for the ATC Patient Audit Record Repository.Short Description :

Author : NicolasBaillietVerified by :wbars
Date of last 2019-09-08 16:04:19.969976 by ceoche

Test Description

Test Participants
Role in test  : PAT-ARR_CH-ATC_WITH-XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-USR

CH:ADR NONEAUTH_DECI_CONS

IUA NONERESOURCE_SERVER

CH:ATC NONEPAT_ARR
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Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

Sequence Diagram
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Test case #13220 CHATC_ARR_ITI81_ErrorCases
Test Summary

Keyword : CHATC_ARR_ITI81_ErrorCases
Name : CHATC_ARR_ITI81_ErrorCases

Version : 1.0 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

Patient Audit Record Repository must handle correctly authorization enforcement and various error
situations of ITI-81 according to CH:ATC profile.

Short Description :

Author : NicolasBaillietVerified by :aberge
Date of last 2019-09-12 15:48:07.823421 by aeschlimann

Test Description
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Test Participants
Role in test  : CH_ADR_PROVIDER_SIMULATOR (Tool) Option : R 1Nb of instances :

Role in test  : PAT-ARR_CH-ATC_WITH-XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-USR

CH:ADR NONEAUTH_DECI_CONS

IUA NONERESOURCE_SERVER

CH:ATC NONEPAT_ARR

Role in test  : PAT-AUDIT-CONS_CH-ATC_SIMULATOR (Tool) Option : R 1Nb of instances :

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PAT-AUDIT-
CONS_CH-
ATC_SIMUL

ATOR

PAT-
AUDIT-

CONS_CH
-

ATC_SIMU
LATOR

RequiredNo5 None

[OTHER_ACTION] The Document Registry is configured to communicate properly with the ADR provider simulator.

PAT-AUDIT-
CONS_CH-
ATC_SIMUL

ATOR

PAT-
AUDIT-

CONS_CH
-

ATC_SIMU
LATOR

RequiredNo10 None

[OTHER-ACTION] Access Gazelle Webservice Tester, select the EPR CH:ATC Patient Audit Consumer project and check the
"ErrorCases" test suite. Configure the endpoint of your Audit Record Repository

PAT-
ARR_CH-

ATC_WITH-
XUA

PAT-
AUDIT-

CONS_CH
-

ATC_SIMU
LATOR

RequiredNoITI-8120 Search

[TRANSACTION][EVIDENCE] The tool will issue a serie of Audit Message Retrieve transactions using the various parameters
defined in this transaction. Your system is expected to return the expected error code. Please validate responses from your
SUT and copy in this step the link to the Gazelle Webservice Tester execution result.

CH_ADR_PR
OVIDER_SI
MULATOR

PAT-
ARR_CH-

ATC_WITH
-XUA

RequiredYesAUTH_DECIS
ION_REQUES

T

30 XACMLAuthzDeci
sionQuery

[TRANSACTION] [EVIDENCE] An Authorization Decision Query have been issued to retrieve access decision for the "Error
cases / authorization / authorization" step.
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Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PAT-AUDIT-
CONS_CH-
ATC_SIMUL

ATOR

PAT-
AUDIT-

CONS_CH
-

ATC_SIMU
LATOR

RequiredNo40 None

[EVIDENCE] : The SUT operator proves that a link to EVS Client validation for the ADR query of the "Error cases /
authorization / authorization" test step  has been added to the CHADR_FOR_CONSUMER test case.

Sequence Diagram
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Test case #13224 CHATC_ARR_ITI81_NormalCases
Test Summary

Keyword : CHATC_ARR_ITI81_NormalCases
Name : CHATC_ARR_ITI81_NormalCases

Version : 1.0 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

The purpose of this test case is to make sure your Patient Audit Record Repository is able to answer
to the Search operation on AuditEvent resources using the search parameters as defined in CH:ATC
profile

Short Description :

Author : NicolasBaillietVerified by :wbars
Date of last 2019-09-12 15:57:54.552105 by aeschlimann

Test Description
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Test Participants
Role in test  : CH_ADR_PROVIDER_SIMULATOR (Tool) Option : R 1Nb of instances :

Role in test  : PAT-ARR_CH-ATC_WITH-XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-USR

CH:ADR NONEAUTH_DECI_CONS

IUA NONERESOURCE_SERVER

CH:ATC NONEPAT_ARR

Role in test  : PAT-AUDIT-CONS_CH-ATC_SIMULATOR (Tool) Option : R 1Nb of instances :

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PAT-AUDIT-
CONS_CH-
ATC_SIMUL

ATOR

PAT-
AUDIT-

CONS_CH
-

ATC_SIMU
LATOR

RequiredNo5 None

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

PAT-AUDIT-
CONS_CH-
ATC_SIMUL

ATOR

PAT-
AUDIT-

CONS_CH
-

ATC_SIMU
LATOR

RequiredNo7 None

[OTHER_ACTION] The Document Registry is configured to communicate properly with the ADR provider simulator.

PAT-AUDIT-
CONS_CH-
ATC_SIMUL

ATOR

PAT-
AUDIT-

CONS_CH
-

ATC_SIMU
LATOR

RequiredNo10 None

[OTHER-ACTION] Access Gazelle Webservice Tester, go to the "Run" menu, select the "EPR CH:ATC Patient Audit
Consumer" project and check the "NormalCases" test suite. Configure the endpoint of your audit record repository and click
"Run"

PAT-
ARR_CH-

ATC_WITH-
XUA

PAT-
AUDIT-

CONS_CH
-

ATC_SIMU
LATOR

RequiredNoITI-8120 Search

[TRANSACTION][EVIDENCE] The tool will issue a series of Audit Message Retrieve transactions using the various parameters
defined in this transaction. Your system is expected to return the corresponding AuditEvent resources gathered in a Bundle.
Once the execution is over, you access the execution result in Gazelle Webservice Tester. Please validate responses from
your SUT and paste the link to the Gazelle Webservice Tester execution in this step.
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Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

CH_ADR_PR
OVIDER_SI
MULATOR

PAT-
ARR_CH-

ATC_WITH
-XUA

RequiredYesITI-4025 SAML Assertion

[TRANSACTION] : An ITI-40 is sent in parallel to each ADR Authorization Decision request from the SUT to the ADR Decision
Provider

CH_ADR_PR
OVIDER_SI
MULATOR

PAT-
ARR_CH-

ATC_WITH
-XUA

RequiredYesAUTH_DECIS
ION_REQUES

T

30 XACMLAuthzDeci
sionQuery

[TRANSACTION] : Several Authz Decision Queries have been performed to retrieve an access decision for the ITI-81 test
suite.

PAT-AUDIT-
CONS_CH-
ATC_SIMUL

ATOR

PAT-
AUDIT-

CONS_CH
-

ATC_SIMU
LATOR

RequiredNo50 None

[EVIDENCE] : The SUT operator proves that a link to this test instance has been added to the XUA_X-SERVICE-USER_ITI-40
test case.

PAT-AUDIT-
CONS_CH-
ATC_SIMUL

ATOR

PAT-
AUDIT-

CONS_CH
-

ATC_SIMU
LATOR

RequiredNo60 None

[EVIDENCE] : The SUT operator proves that a link to EVS Client validation for an ADR query has been added to the
CHADR_FOR_CONSUMER test case.
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Sequence Diagram
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Test case #13226 CHATC_PAT_AUDIT_CONS_ITI81
Test Summary

Keyword : CHATC_PAT_AUDIT_CONS_ITI81
Name : CHATC_PAT_AUDIT_CONS_ITI81

Version : 1.0 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

This is a no-peer test run against a simulator of the ATC Audit Record Repository actor. We are
checking that the Patient Audit Consumer is able to query using the required parameter and evaluate
its capability to use the optional parameter. This test also checks that the system sends the IUA
assertion in the HTTP header.

Short Description :

Author : NicolasBaillietVerified by :wbars
Date of last 2020-10-08 11:30:15.316198 by wbars

Test Description

Test Participants
Role in test  : ARR_CH-ATC_SIMULATOR (Tool) Option : R 1Nb of instances :

Role in test  : PAT-AUDIT-CONSUMER_CH-ATC (SUT) Option : R 1Nb of instances :

OptionActor Profile

CH:ATC NONEPAT_AUDIT_CONS
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Test Participants

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PAT-AUDIT-
CONSUMER

_CH-ATC

PAT-
AUDIT-

CONSUME
R_CH-ATC

RequiredNo1 Get Authorization
Token

[OTHER-ACTION] Each ITI-81 transaction shall be grouped with the IUA ITI-72 transaction. It is assumed that the system
under test has previously requested an XUA assertion.

ARR_CH-
ATC_SIMUL

ATOR

PAT-
AUDIT-

CONSUME
R_CH-ATC

RequiredNoITI-812 Search

[TRANSACTION][EVIDENCE] Search for audit events issued between July, 1st 2017 and today for patient with Identifier
761337610430891416^^^&2.16.756.5.30.1.127.3.10.3&ISO. Retrieve the message in GWT, validate your request and copy the
permanent link of the message in this step.

PAT-AUDIT-
CONSUMER

_CH-ATC

PAT-
AUDIT-

CONSUME
R_CH-ATC

RequiredNo3 None

[EVIDENCE] Upload a screen shot of your system, displaying the content of the received audit event(s).

ARR_CH-
ATC_SIMUL

ATOR

PAT-
AUDIT-

CONSUME
R_CH-ATC

OptionalNoITI-814 Search

[TRANSACTION][EVIDENCE] Search for audit events issued from September, 1st 2017 for patient with Identifier
761337610435209810^^^&2.16.756.5.30.1.127.3.10.3&ISO for events with role 'Job' (code = 20). Retrieve the message in
GWT, validate your request and copy the permanent link of the message in this step.

PAT-AUDIT-
CONSUMER

_CH-ATC

PAT-
AUDIT-

CONSUME
R_CH-ATC

RequiredNo5 None

[EVIDENCE] Upload a screen shot of your system, displaying the content of the received audit event(s).

ARR_CH-
ATC_SIMUL

ATOR

PAT-
AUDIT-

CONSUME
R_CH-ATC

OptionalNoITI-818 Search

[TRANSACTION][EVIDENCE] Search for audit events of subtype 'ATC_POL_CREATE_AUT_PART_AL' issued from March,
14th 2017 for patient with Identifier 761337610436974489^^^&2.16.756.5.30.1.127.3.10.3&ISO. Retrieve the message in GWT,
validate your request and copy the permanent link of the message in this step.

PAT-AUDIT-
CONSUMER

_CH-ATC

PAT-
AUDIT-

CONSUME
R_CH-ATC

RequiredNo9 None

[EVIDENCE] Upload a screen shot of your system, displaying the content of the received audit event(s).
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Sequence Diagram
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Test case #13228 CHATC_PAT_AUDIT_CONS_Translate
Test Summary

Keyword : CHATC_PAT_AUDIT_CONS_Translate
Name : CHATC_PAT_AUDIT_CONS_Translate

Version : 1.0 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

Verify that a Patient Portal is able to translate Audit Events with codes into German, French or ItalianShort Description :

Author : NicolasBaillietVerified by :wbars
Date of last 2019-09-03 11:19:14.96083 by wbars

Test Description

Test Participants
Role in test  : PAT-AUDIT-CONSUMER_CH-ATC (SUT) Option : R 1Nb of instances :

OptionActor Profile

CH:ATC NONEPAT_AUDIT_CONS

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PAT-AUDIT-
CONSUMER

_CH-ATC

PAT-
AUDIT-

CONSUME
R_CH-ATC

RequiredNo10 None

[EVIDENCE] Provide here German translation evidences

PAT-AUDIT-
CONSUMER

_CH-ATC

PAT-
AUDIT-

CONSUME
R_CH-ATC

RequiredNo20 None

[EVIDENCE] Provide here French translation evidences

PAT-AUDIT-
CONSUMER

_CH-ATC

PAT-
AUDIT-

CONSUME
R_CH-ATC

RequiredNo30 None

Page 13 of 142021-09-09



Conformance tests definitions

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

[EVIDENCE] Provide here Italian translation evidences

Sequence Diagram
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