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Contederazone Szzra Conformance tests definitions

Test case #13437 CHXDS.b_DOC_CONS_CONF

Test Summary

Keyword : CHXDS.b_DOC_CONS_CONF Type : conformity assessment
Name : CHXDS.b DOC_CONS_CONF Peer Type : NO_PEER TEST
Version: 1.1 Status : ready
Author : aeschlimann Verified by : aberge

Date of last 2020-01-03 16:08:39.116673 by aeschlimann

Short Description : Description of the registry and repository content used for testing.

Test Description
Description

The following informations are informative for SUT acting as document consurner.

The document consumer SUT MUST use these informations in order to query and retrieve documents from the simulator.
Fatient : Nilesh WITTWER-CHRISTEN (EFRE-SPID : 761337610411265304" "~ SPID&amp;2.16.756.5.30.1.127.3.10.3&amp;150)

Repository Unique ID: 1.1.4567332.1.69
Endpoint [ITI43] : https:/fehealthsuisse.ihe-europe.net: 10443 xdstools? ssimfepr-testing_ for doc_consumer_testing/rep/ret
Endpoint [ITI-18] : https:/fehealthsuisse.ihe-europe.net: 10443/DocumentReqgistry?wsdl

ITI-43 and ITI-18 must be grouped with an ITI-40. Before each request you must :

1. Use the ldentity Provider Simulator to do an Authenticate User transaction (Use the HCF aandrews)
2. Then do an Get X-User Assertion to the Assertion Provider Simulator (https: /fehealthsuisse.ihe-europe.net: 10443/STSPwsdl)
3. Use the SAML Assertion in your ITI-18 and [TI43 request

Evaluation

This test is purely informative and doesn't necessitate any evaluation.

The menitors can set this test as PASSED when it is executed.

Test Participants
Role in test : EPR_XDS.b_DOC_CONSUMER_SUT (SUT) Option : R Nb of instances : 1
Actor Profile Option
DOC_CONSUMER XDS.b NONE
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Test Steps

Index Initiator Responder Transaction Message Type Secured ? Option Description

Sequence Diagram

CHXDS.b DOC CONS CONF

%‘ EPR XDS.b DOC CONSUMER SUT:DOC CONSUMER |

LUser

L
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Test case #13438 CHXDS.b_DOC_CONS _ITI-18

Test Summary

Keyword : CHXDS.b DOC_CONS _ITI-18 Type : conformity assessment
Name : CHXDS.b_DOC_CONS_ITI-18 Peer Type : NO_PEER_TEST
Version : 1.1 Status : ready
Author : aeschlimann Verified by : aeschlimann

Date of last 2019-11-29 16:53:56.215819 by aeschlimann

Short Description : This test verifies the SUT's ability to request a document metadatas through an ITI-18 transaction
against a simulated XDS document registry (with the support of XUA).

Test Description
Special Instructions

In this test case, we will perform an ITI-18 transaction initiated by the SUT to a simulator acting as a XDS registry.

ITI-18 is grouped with ITI40 transaction, in this case the Document Consumer act as an ¥-Service User. This part is checked in the test case XUA X-SERVICE-USER ITI-40.
You must create a test instance of this and paste the link in the step 5.

Important : TLS is mandatory to every request in the XDS profile, as a consequence every endpoint have to use HTTPS.

Description

- Using the datas provided in XDS.b_CONSUMER_CONFE, perform ONE or more of the following transactions (the transactions supported by your systerm) :

1. Retrieve the metadatas corresponding to all four documents using their document entry patient 1D (FindDocument query)

2. Retrieve the metadatas corresponding to Document 1 using its document unique D (GetDocument query)

3. Retrieve the metadatas corresponding to all four documents using their their submission set patient 1D (FindsSubmissionSet query)

4. Retrieve the metadatas corresponding to BOTH Document 3 and 4 by a OhjectBef Query, using their submission set unique 1D (GetSubmissionSet&Content query)

Please note that

For each ITI-18 transaction, an ADR request is performed by the registry simulator to an ADR simulator to retrieve an access decision according to the confidentiality level (normal,
restricted and secret).

This decision is based on the policy set prealably defined by the patient in the Policy Repository.

The Document Registry shall disclose the document metadata according to the rights given to the HCF in response to ITI-18.

The datas given to you (assertion, FID, ...Jare kncwn from both the document registry and ADR simulator and should return the datas and documents requested.

The messages exchanged between your SUT and the simulator should have been recorded and be available in Gazelle Webservice Tester. For each test step flagged with
[TRANSACTION]:

L ]
1. Access the messages in Gazelle Webservice Tester from the "Mock messages';
2. Find out the message of interest, you can use the filters to ease your search (we also recormmand to do it before you move to the next step);
3. Wewant to verify the conformance of the request sent by your 8UT, click on the play icon next to the request type;
4. You have been redirected to EVSClient, select validator: XDS and Extension CH and hit the "Go" button;
5. Once the page of the validator opens, select the appropriate entry in the drop-down list and click on "Walidate";
8. When the validation report shows up, a pop-up raises, click on "OK";
7. Copy the permanent link of the message in the test step using the "add link" feature.
L ]
Evaluation

The validations on EVS Client must return passed.

The responses returned for each query must have a status "Success" and return the requested metadata according to the request type (LeafTypefOhjectRef).

Test Participants
Role in test : EPR_XDS.b_DOC_CONSUMER-WITH_XUA (SUT) Option: R Nb of instances : 1
Actor Profile Option
DOC_CONSUMER XDS.b NONE
X-SERV-USR XUA NONE

2020-01-14 Page 3 of 38



Conformance tests definitions

Test Participants

Role in test : EPR_XDS.b_DOC_REGISTRY_SIMU (Tool) Option : R Nb of instances : 1
Test Steps
Index Initiator Responder Transaction Message Type Secured ? Option Description
1 EPR_XDS. EPR_XDS.b_ - No Required

b_DOC_C DOC_CONS
ONSUMER  UMER-

- WITH_XUA
WITH_XUA

[INSTRUCTION] Configure your system to contact Identity Provider Simulator to authenticate user aandrews (HCP) and to
contact the Assertion Provider Simulator to get an assertion for this user

5 EPR_XDS. EPR_XDS.b_ ITI-40 Provide assertion Yes Required
b_DOC_C DOC_REGIS
ONSUMER  TRY_SIMU

WITH_XUA

[TRANSACTION] Each ITI-18 transaction shall be supported by a ITI-40 Provider X-User Assertion transaction. That means
that we want your system to demonstrate its capability to enclose the SAML token with the SOAP header of the ITI-18 request.

10 EPR XDS. EPR XDS.b_ ITI-18 RegistryStoredQu Yes Required
b DOC C DOC _REGIS ery
ONSUMER  TRY_SIMU

WITH_XUA
[TRANSACTION][EVIDENCE] : The SUT sends ITI-18 request(s) to retrieve document metadata.

40 EPR XDS. EPR XDS.b_ None No Required
b_DOC_C DOC_CONS
ONSUMER UMER-
- WITH_XUA
WITH_XUA

[EVIDENCE] Upload evidence that the ITI-18 response has been integrated within your system (for example, a screen shot of
the list of retrieved document entries)

50 EPR_XDS. EPR XDS.b_ None No Required
b_DOC_C DOC_CONS
ONSUMER UMER-
- WITH_XUA
WITH_XUA

[EVIDENCE] : The SUT proves that a link to this test instance has been added the XUA_X-SERVICE-USER_ITI-40 test case.
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Sequence Diagram

CHXDS.b DOC CONS ITI18

% EPR XDS.b DOC REGISTRY SIMU:EPR XDS.b DOC REGISTRY SIMU | | EPR XDS.b DOC COMSUMER-WITH XUA:DOC CONSUMER

usel

[INSTRUCTION] Configure your system to
contact Identity Provider Simulator to
authenticate user aandrews (HCP) and to
centact the Assertion Provider Simulator
to get an assertion for this user

,—
Ld

[TRANSACTION] Each ITI-18 transaction
shall be supported by a ITI-40 Provider
X-User Assertion transaction. That means
that we want your system to demonstrate
its capability to enclose the SAML token
with the SOAP header of the ITI-18
request.

ITI-40 : Provide assertion

[TRANSACTION][EVIDENCE] : The SUT sends
ITI-18 requestis) to retrieve document
metadata.
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[EVIDENCE] Upload evidence that the
ITI-18 response has been integrated
within your system (for example, a
screen shot of the list of retrieved
document entries)

[EVIDENCE] : The SUT proves that a link
to this test instance has been added the
XUA X-SERVICE-USER ITI-40 test case.
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Test case #13463 CHXDS.b_DOC_ CONS ITI-43

Keyword : CHXDS.b_DOC_CONS_ITI-43 Type : conformity assessment
Name : CHXDS.b_DOC_CONS_ITI-43 Peer Type : NO_PEER_TEST
Version : 1.1 Status : ready
Author : aeschlimann Verified by : aeschlimann

Date of last 2019-11-29 16:51:43.219677 by aeschlimann

Short Description : This test is to verify the SUT capacity to request a document through an ITI-43 transaction with a XD
document repository.

Test Description
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Special Instructions

In this test case, we will perform an ITI43 transaction initiated by the SUT to a simulator acting as a XD'S repository.

To perform this test, you'll need the datas listed in XDS.b_ CONSUMER_CONFE.

Important : TLS is mandatory to every request in the XDS profile, as a consequence every endpoint have to use HTTPS.

Flease note that :

For each ITI43 transaction, an ADE request is performed by the registry simulator to an ADR simulator to retrieve an access decision according to the confidentiality level (normal,
restricted and secret).

This decision is based on the policy set prealably defined by the patient in the Policy Repository.

The Document Begistry shall disclose the document metadata according to the rights given to the HCP in response to ITI-435.

The datas given to you {assertion, PID, ...Jare known from both the document registry and ADR simulator and should return the datas and documents requested.

Description

- Using the datas provided in XDS.b_CONSUMER_CONF, perform the following transactions :

1. Retrieve Document 1.
2. (Optional) Betrieve BOTH Document 3 and 4 in ohe query.

Take note of the time at which vou initiated your transaction, it'll be helpful for the next step.

- Once your requests has been executed, you'll need to recover their logs from XDSTools :
# Go to XD5Tools7 homepage
» At the top of the page, set the Environment to ehealthsuisse and the Test Session to epr-testing from the drop-down lists
» At the left side of the page, click on the "New Simulator Logs" option (in the "Toolkit" section)
# Select the simulator that participated in your transaction (here it's epr-testing_ for_doc_consumer_testing)
# [n the Message menu, pick the logs corresponding to your transaction using your IP and transaction time
# From the Request Body tab, copy the Enveloppe of yvour request in an xml file

- Now to validate all your requests with the validation tool EVSClient :

# [n EV5Client, choose on the menu EPR » XD* Metadata > Validate
# Upload your XML message. Then, in Model Based Validation select: CH XDS.b ITI-43 Retrieve Document Set - request to validate vour request
@« Copy the permanent link to your validation in the corresponding test step

For each steps, upload a proof that vour systern has correctly retrieved the documents.

Evaluation

The validations on EVS Client must return "Passed".

Tou must show a proof that your system received the correct documents (a screenshot).

Test Participants

Role in test : EPR_XDS.b_DOC_CONSUMER_SUT (SUT) Option : R Nb of instances : 1
Actor Profile Option
DOC_CONSUMER XDS.b NONE
Role in test : EPR_XDS.b_DOC_REGISTRY_SIMU (Tool) Option : R Nb of instances : 1
Role in test : EPR_XDS.b_DOC_REPOSITORY_SIMU (Tool) Option : R Nb of instances : 1
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Test Steps
Index Initiator Responder Transaction Message Type Secured ? Option Description
10 EPR XDS. EPR XDS.b_ ITI-43 RetrieveDocument Yes Required
b_DOC_C DOC_REPO Set
ONSUMER SITORY_SIM
_SUT U

[TRANSACTION] : The SUT send an ITI-43 query to retrieve document 1.
[EVIDENCE] : A screenshot proving that your system has correctly retrieved the document is provided.

30 EPR_XDS. EPR XDS.b_ ITI-43 RetrieveDocument Yes Optional
b_DOC_C DOC_REPO Set
ONSUMER SITORY_SIM
_SUT U

[TRANSACTION] : The SUT send an ITI-43 query to retrieve both document 3 and 4.
[EVIDENCE] : [EVIDENCE] : A screenshot proving that your system has correctly retrieved the documents is provided.

40 EPR _XDS. EPR XDS.b_ None No Required
b DOC_C DOC_CONS
ONSUMER UMER_SUT
_SuT

[OTHER_ACTION] : Retrieve the logs of your requests in XML format. [EVIDENCE] : Paste the link to the EVSClient validations

Sequence Diagram
CHXDS.b DOC_CONS IT’-4—3

% ‘ EPR XDS.b DOC CONSUMER SUT:DOC CONSUMER I ‘ EPR XDS.b DOC REGISTRY SIMU:EPR XDS.b DOC REGISTRY SIMU I ‘ EPR XDS.b DOC REPOSITORY SIMU:EPR XDS.b DOC REPOSITORY SIMU
user

[TRANSACTION] : The SUT send an ITI-43
query to retrieve document 1.
[EVIDENCE] : A screenshot proving that
your system has correctly retrieved the
document is provided.

1| IT1-43 : RetrieveDocumentSet N

[TRANSACTION] : The SUT send an ITI-43
query to retrieve both document 3 and 4.
[EVIDENCE] : [EVIDEMNCE] : A screenshot
proving that your system has correctly
retrieved the documents is provided.

[OTHER_ACTION] : Retrieve the logs of
your requests in XML format. [EVIDENCE]
: Paste the link to the EVSClient
validations
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Test case #13519 CHXDS.b_DOC_REG_CONF

Test Summary

Keyword : CHXDS.b DOC_REG_CONF Type : conformity assessment
Name : CHXDS.b_DOC_REG_CONF Peer Type : NO_PEER_TEST
Version : 1.1 Status : ready
Author : aeschlimann Verified by : NicolasBailliet

Date of last 2020-01-03 16:05:11.274594 by aeschlimann

Short Description : Configuration and data feed for the XDS Document Registry.

Test Description
Special Instructions

This test case shall be executed as the first test for the XDS Document Registry because it gives guidance to the user on how to configure hisfher registry.

Description

To integrate the Document Registry to ADR Provider :

For each transaction that will be received by the Document Registry, a CH:ADR Authorization Decision Query is expected from the Document Registry to an ADR Provider. In response
to the request received, the action requested should be performed or not according to the Autheorization Decision response. The Document Registry MUST be configured to send
Authorization Decision Queries to the Gazelle simulator ADR Provider.

Gazelle ADR Provider service =» https: ffehealthsuisse. ihe-europe.net: 1 044 3fadr-provider?wsd] (URL secured with mutual authentication, not displayable in a web browser)
Simulater documentation == https:#fehealthsuisse the-europe.net/gazelle-documentation/EPR-ADR-Simulatorfuser. htrnl

Evaluation

No formal evaluation is expected for this test, the next tests will demonstrate that vou have correctly configured vour registry

Test Participants
Role in test : EPR_XDS.b_DOC_REGISTRY_SUT (SUT) Option : R Nb of instances : 1

Actor Profile Option
DOC_REGISTRY XDS.b NONE
X-SERV-PROV XUA NONE
X-SERV-USR XUA NONE
AUTH_DECI_CONS CH:ADR NONE

Test Steps

Index Initiator Responder Transaction Message Type Secured ? Option Description
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Sequence Diagram

CHXDS.b DOC REG CON

%‘ EPR XD5.b DOC REGISTRY SUT:DOC REGISTRY I

LIEE'F
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Test case #13436 CHXDS.b_DOC_REG_ITI-18

Keyword : CHXDS.b_DOC_REG_ITI-18 Type : conformity assessment
Name : CHXDS.b_DOC_REG_ITI-18 Peer Type : NO_PEER_TEST
Version : 1.1 Status : ready
Author : aeschlimann Verified by : aberge

Date of last 2020-01-14 15:45:40.916162 by aeschlimann

Short Description : This test is to verify the SUT capacity to provide document metadatas through an ITI-18 transaction
with a XDS document consumer.

Test Description
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Special Instructions

In this test case, we will test an ITI-18 transaction initiated by a simulator acting as a ¥XDS Document Consumer.

The metadata stored in your Document Registry will be initialized through an ITI42 Register Document Set request sent by the project that will be executed on Gazelle Webservice
Tester (GWT).

AS a pre-requisite : you have ran the CHXDS_DOC_REG_CONF test. Your system needs to be properly integrated with Gazelle ADR Provider simulator.
This test is executed using Gazelle Webservice Tester as a CH:XDS Document Registry actor. & test sulte has been designed to issue requests from different HealthCare Professionnals
with different access rights for document metadata with different confidentiality level.

Important: TLS is mandatory to every request in the XDS5 profile, as a consequence every endpoint have to use HTTPS.

The Document Registry actor is expected to act as a ¥-Bervice provider. This test will also be used to assess this role for ITI-18 transaction. [n order to do so, you'll need to follow the
instructions from this test case :

HUA M-SERVICE-PROV_ITI-40

Morecwer, the Document Registry actor is expected to act as a ¥-Service user when sending an AuthorizationDecision query to an ADR Provider. This test will also be used to assess this
role, in case of an ITI-18 transaction. In order to do so, you'll need to follow the instructions from this test case :

XUA X-SERVICE-USER_ITI-40

In addition, the Document Registry actor is also expected to act as an AuthorizationDecision Consumer. This test will also be used to assess this role, in case of an ITI-18 transaction. In
order to validate the conformity of your system in this role, you'll need to follow the instructions from this test case:

CHADR FOR_CONSUMER

Description

- Before anything, configure yvour systern to be able to test its role as ¥-Service Provider, 2-Service User and ADR Consurmer.

- Make sure to use the patient Nilesh (EFR-5PID : 781337610411265304™ ™" 5PID&amp 2.16.756.5.30,1.127.53.10.3&amps150]

- The requests will be sent to your SUT from Gazelle Webservice Tester. To execute this test:

. Access Gazelle Webservice Tester and log into the application

Go to menu "Run';

. Select the test project name EPR XDS Document Registry from the drop-down list;

. Select test suite [ITI-42] Registry Initialization by ticking the checkbox in front of its name in order to add the metadata to your system
Enter the URL of your system under test endpoint (shall be a secured endpoint)

. Click on "Run" button

. Wait for the script to complete its execution:

. Reproduce steps 3 to 7 but this time tick the box for [ITI-18] Query Testing - nominal cases at step S

. When the script stops, copy the permanent link of the execution to the evidence test step in Gazelle Test Management
10, Reproduce steps 3 to 7 but this time tick the beox for [ITI-18] Query Testing - invalid cases at step &

11. When the script stops, copy the permanent link of the execution to the evidence test step in Gazelle Test Management
12. Reproduce steps 3 to 7 but this time tick the box for [ITI-18] Query Testing - error cases at step &

13. When the script stops, copy the permanent link of the execution to the evidence test step in Gazelle Test Management

To validate your messages

- The conformance of the ITI-18 responses sent back by your system shall be assessed. In Gazelle Webservice Tester, validate the message in EVSClient. To do so:

1. Click on the play icon next to the response type;

2. You have been redirected to EVSClient, select validator: XDS and Extension CH and hit the "Go" button;

3. Once the page of the validator opens, select the appropriate entry in the drop-down list and click on "Validate";
4. When the validation report shows up, a pop-up raises, click on "OK";

Evaluation

The monitor will check that you copied the link to this test instance to the corresponding test step of the test case XUA X-SERVICE-PROV_ITI40 AND XUA X-SERVICE-USER_ITI-40.

The monitor will also checlk that you copied the link to the EVE Client valldations for your ADR Authorization Decision queries to the corresponding test step of the test case
CHADE _FOR_COMNSUMER (one "invalid case" and one "norninal case” needs to be checked)

The status of the transaction on GWT for the ITI-18 transaction must be "Fassed".

The validations on EVS Client for the ITI-18 transaction must return "Passed".

Test Participants
Role in test : CH_ADR_PROVIDER_SIMULATOR (Tool) Option : R Nb of instances : 1

2020-01-14 Page 12 of 38



Conformance tests definitions

Test Participants

Role in test : EPR_XDS.b_DOC_CONSUMER_SIMU (Tool) Option : R Nb of instances : 1
Role in test : EPR_XDS.b_DOC_REGISTRY_SUT (SUT) Option : R Nb of instances : 1
Actor Profile Option
DOC_REGISTRY XDS.b NONE
X-SERV-PROV XUA NONE
X-SERV-USR XUA NONE
AUTH_DECI_CONS CH:ADR NONE
Test Steps
Index Initiator Responder Transaction Message Type Secured ? Option Description
9 EPR_XDS. EPR_XDS.b None No Required

b DOC_R DOC_REGIS
EGISTRY. TRY_SUT
SuT

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

10 EPR_XDS. EPR _XDS.b_ None No Required
b DOC_R DOC_REGIS
EGISTRY_  TRY_SUT
SUT

[OTHER_ACTION] The Document Registry is configured to communicate properly with the ADR provider simulator.

19 EPR XDS. EPR XDS.b_ ITI-40 Provide X-User Yes Required
b DOC C DOC_REGIS Assertion
ONSUMER  TRY_SUT
_SIMU

[TRANSACTION] : Runing the project on GWT initiate an ITI-40 in parallel to the ITI-18 request from the Document Consumer
simulator to the SUT

20 EPR _XDS. EPR _XDS.b_ ITI-18 RegistryStoredQu Yes Required
b_DOC_C DOC_REGIS ery
ONSUMER  TRY_SUT
_SIMU

[TRANSACTION] : Runing the project on GWT initiate an ITI-18 request from the Document Consumer simulator to the SUT

30 EPR_XDS. CH_ADR PR ITI-40 Provide X-User Yes Required
b DOC R OVIDER SI Assertion
EGISTRY_ MULATOR
SUT

[TRANSACTION] : An ITI-40 is sent in parallel to the ADR Authorization Decision request from the SUT to the ADR Decision
Provider

40 EPR _XDS. CH_ADR PR AUTH_DECIS AuthorizationDecis Yes Required
b DOC_R OVIDER SI ION_REQUES ionRequest
EGISTRY_ MULATOR T
SUT

[TRANSACTION] : An ADR authorization decision request is sent to an ADR provider simulator to retrieve an access decision
according to the confidentiality level (normal, restricted and secret) and policy set.
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Test Steps
Index Initiator Responder Transaction Message Type Secured ? Option Description
50 EPR_XDS. EPR_XDS.b None No Required

b DOC_R DOC_REGIS
EGISTRY_  TRY_SUT
sSuT

[EVIDENCE] : The links to the validations of all messages on GWT is provided.

70 EPR_XDS. EPR XDS.b_ None No Required
b_DOC_R DOC_REGIS
EGISTRY_  TRY_SUT
SUT

[EVIDENCE] : The SUT proves that a link to this test instance has been added to both the XUA_X-SERVICE-PROV_ITI-40
test case and the XUA_X-SERVICE-USER _ITI-40 test case.

80 EPR_XDS. EPR XDS.b_ None No Required
b DOC_R DOC_REGIS
EGISTRY_  TRY_SUT
suT

[EVIDENCE] : The SUT proves that a link to each relevant EVS Client validations has been added to the
CHADR_FOR_CONSUMER test case.
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Sequence Diagram

CHXDS.b DOC_REG ITI}18

% ‘EPR XDS.b DOC CONSUMER SIMU:EPR XDS.b DOC CONSUMER SIMU I ‘ CH ADR PROVIDER SIMULATOR:CH ADR PROVIDER SIMULATOR I ‘ EPR XDS.b DOC REGISTRY SUT:DOC REGISTRY

user
[OTHER_ACTION] : The system is
configurated to be able to register its
audit messages.

[OTHER_ACTION] The Document Registry is
configured to communicate properly with
the ADR provider simulator.

[TRANSACTION] : Runing the project on
GWT initiate an ITI-40 in parallel to

the ITI-18 request from the Document
Consumer simulater to the SUT

/l| ITI-40 : Provide X-User Assertion

-
—r
—1

[TRANSACTION] : Runing the project on
GWT initiate an ITI-18 request from the
Document Consumer simulator to the SUT

/ll ITI-18 : RegistryStoredQuery N
[TRANSACTION] : An ITI-40 is sent in
parallel to the ADR Authorization
Decision reguest from the SUT to the ADR
Decision Provider
4 ITI-40 : Provide X-User Assertion/|J

[TRANSACTION] : An ADR authorization
decision request is sent to an ADR
provider simulator to retrieve an access
decision according to the
confidentiality level (normal,

restricted and secret) and policy set.

[EVIDENCE] : The links to the
wvalidations of all messages on GWT is
provided.

[EVIDEMNCE] : The SUT proves that a link
to this test instance has been added to
both the XUA_X-SERVICE-PROV_ITI-40 test
case and the XUA_X-SERVICE-USER_ITI-40
test case.

[EVIDEMNCE] : The SUT proves that a link

to each relevant EVS Client validations

has been added to the CHADR_FOR_CONSUMER
test case.
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Test case #13435 CHXDS.b_DOC_REG_ITI-42

Keyword : CHXDS.b_DOC_REG_ITI-42 Type : conformity assessment
Name : CHXDS.b_DOC_REG _ITI-42 Peer Type : NO_PEER_TEST
Version : 1.1 Status : ready
Author : aeschlimann Verified by : aberge

Date of last 2020-01-14 15:45:15.616982 by aeschlimann

Short Description : This test is to verify the SUT capacity to register a document metadatas through an ITI-42 transactior
with a XDS document repository.

Test Description
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Special Instructions

In this test case, we will test the ITI42 transaction initiated by a simulator acting as a XDS Document Bepository.

Ag a pre-requisite : you have ran the CHXDS_DOC_REG_CONF test. Your system needs to be properly integrated with Gazelle ADR Provider simulator.
This test is executed using Gazelle Webservice Tester as a CH:XDS Document Registry actor. The tests plaved have been designed to issue requests from different HealthCare
Professionnals with different writing rights, for document with different confidentiality level.

Important : TLS is mandatory to every request in the XDS profile, as a consequence every endpoint have to use HTTPS.

The Document Registry actor is expected to act as a ¥-SBervice provider. This test will also be used to assess this role for ITI42 transaction. In order to do so, you'll need to follow the
instructions from this test case :

HUA M-SERVICE-PROV_IT[-40

Moreover, the Document Registry actor s expected to act as a ¥-Service user when sending an AuthorizationDecision query to an ADR Provider, This test will also be used to assess this
role, in case of an ITI-42 transaction. In order to do so, you'll need to follow the instructions from this test case :

“UA X-SERVICE-UUSER ITI-40

In addition, the Document Registry actor is also expected to act as an AuthorizationDecision Consumer. This test will also be used to assess this role, in case of an ITI42 transaction. In
order to validate the conformity of your systemn in this role, you'll need to follow the instructions from this test case :

CHADR_FOR_CONSUMER

Description

- Before anything, configure your system to be able to test its role as ¥-Service Provider, X-Service User and ADR. Consumer.

- Make sure to use the patient Nilesh (EFR-SPID : 751337510411285304 " SPID&amp: 2.16.756.5.30.1.127.3. 1 0.3&amx 150

- The requests will be sent to your SUT from Gazelle Webservice Tester, To execute this test

. Access Gazelle Webservice Tester and log into the application

Go to menu "Run';

. Select the test project name EPR XDS Document Registry from the drop-down list;

. Belect test suite [ITI-42] Registry Testing - nominal cases by ticking the checkbox in front of its name;
Enter the URL of your system under test endpoint (shall be a secured endpoint)

Click on "Run" button

Wait for the script to complete its execution:

When the script stops, copy the permanent link of the execution to the test step in Gazelle Test Management
. Reproduce steps 3 to 8 but this time tick the box for [ITI-42] Registry Testing - invalid cases at step S

. Reproduce steps 3 to 8 but this time tick the box for [ITI-42] Registry Testing - error cases at step 5

CO@ANDOE O

-

The conformance of the responses sent back by your system shall be assessed. In Gazelle Webservice Tester, validate the messages in EVSClient. To do so:

1. Click on the play icon next to the response type;

2. You have been redirected to E¥SClient, select validator: XDS and Extension CH and hit the "Go" button;

3. Once the page of the validator opens, select the appropriate entry in the drop-down list and click on "Validate";
4. When the validation report shows up, a pop-up raises, click on "OK";

Evaluation

The monitor will check that vou copled the link to this test instance to the corresponding test step of the test case XUA X-SERVICE-PROV [TI-40 AND XU4 X-SERVICE-USER ITI-40.

The monitor will also check that vou copied the link to the EVS Client validations for your ADR Autheorization Decision queries to the corresponding test step of the test case
CHADR_FOR_CONSUMER (one "invalid case" and one "nominal case" nesds to be checked)

The status of the transaction on GWT for the ITI42 transaction must be "Passed".

The validations on EVS Client for the ITI-42 transaction must return "Passed".

Test Participants

Role in test : CH_ADR_PROVIDER_SIMULATOR (Tool) Option : R Nb of instances : 1
Role in test : EPR_XDS.b_DOC_REGISTRY_SUT (SUT) Option : R Nb of instances : 1
Actor Profile Option
DOC_REGISTRY XDS.b NONE
X-SERV-PROV XUA NONE
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Test Participants

Actor Profile Option
X-SERV-USR XUA NONE
AUTH_DECI_CONS CH:ADR NONE
Role in test : EPR_XDS.b_DOC_REPOSITORY_SIMU (Tool) Option : R Nb of instances : 1
Test Steps
Index Initiator Responder Transaction Message Type Secured ? Option Description
5 EPR_XDS. EPR_XDS.b None No Required

b DOC_R DOC_REGIS
EGISTRY_  TRY_SUT
suT

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

10 EPR_XDS. EPR _XDS.b_ None No Required
b DOC_R DOC_REGIS
EGISTRY_  TRY_SUT
suT

[OTHER_ACTION] The Document Registry is configured to communicate properly with the ADR provider simulator.

19 EPR_XDS. EPR _XDS.b_ ITI-40 Provide X-User Yes Required
b DOC_ R DOC_REGIS Assertion
EPOSITOR  TRY_SUT
Y_SIMU

[TRANSACTION] : In parallel to each ITI-42 request from the Document Repository simulator, an ITI-40 transaction is sent to
the SUT

20 EPR_XDS. EPR _XDS.b_ ITI-42 RegisterDocument Yes Required
b DOC R DOC_REGIS Set-b
EPOSITOR  TRY_SUT
Y_SIMU

[TRANSACTION] : Runing the project on GWT initiate an ITI-42 request from the Document Repository simulator to the SUT

30 EPR_XDS. CH_ADR_PR ITI-40 Provide X-User Yes Required
b DOC R OVIDER SI Assertion
EGISTRY_ MULATOR
SUT

[TRANSACTION] : An ITI-40 is sent in parallel to the ADR Authorization Decision request from the SUT to the ADR Decision
Provider

40 EPR XDS. CH_ADR PR AUTH _DECIS AuthorizationDecis Yes Required
b DOC R OVIDER SI ION_REQUES ionRequest
EGISTRY_ MULATOR T
SUT

[TRANSACTION] : An ADR authorization decision request is sent to an ADR provider simulator to retrieve an access decision
according to the confidentiality level (normal, restricted and secret) and policy set.

50 EPR_XDS. EPR XDS.b_ None No Required
b_DOC_R DOC_REGIS
EGISTRY_  TRY_SUT
SUT
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Test Steps

Index Initiator Responder Transaction Message Type Secured ? Option Description

[EVIDENCE] : The links to the validations of all messages on GWT is provided.

60 EPR _XDS. EPR_XDS.b_ None No Required
b DOC_R DOC_REGIS
EGISTRY.  TRY_SUT
SUT

[EVIDENCE] : The SUT proves that a link to this test instance has been added to both the XUA X-SERVICE-PROV_ITI-40
test case and the XUA X-SERVICE-USER _ITI-40 test case.

70 EPR_XDS. EPR _XDS.b_ None No Required
b_DOC_R DOC_REGIS
EGISTRY_  TRY_SUT
SUT

[EVIDENCE] : The SUT proves that a link to each relevant EVS Client validations has been added to the
CHADR_FOR_CONSUMER test case.

Sequence Diagram

CHXDS.b_DOC_REG_ITI}42

% ‘EPR XDS.b DOC REPOSITORY SIMU:EPR XDS.b DOC REPOSITORY SIMU I ‘ CH ADR PROVIDER SIMULATOR:CH ADR PROVIDER SIMULATOR I ‘ EPR XDS.b DOC REGISTRY SUT:DOC REGISTRY

user
[OTHER_ACTION] : The system is
configurated te be able to register its
audit messages.

[OTHER_ACTION] The Document Registry is
configured to communicate preperly with
the ADR provider simulater.

[TRANSACTION] : In parallel te each
ITI-42 request from the Document
Repository simulator, an ITI-40
transaction is sent to the SUT

/[| ITI-40 : Provide X-User Assertion

[TRANSACTION] : Runing the project on
GWT initiate an ITI-42 request frem the
Document Repository simulator to the SUT

[TRANSACTION] : An ITI-40 is sent in
parallel te the ADR Autherizatien

Decision request from the SUT to the ADR
Decision Provider

[TRANSACTION] : An ADR autherization
decision request is sent to an ADR
provider simulator to retrieve an access
decisien according to the
confidentiality level (normal,

restricted and secret) and policy set.

4, AUTH_DECISION_REQUEST : Authorizat\onDecisionRequestqJ

[EVIDENCE] : The links to the
validatiens of all messages on GWT is
provided.

[EVIDENCE] : The SUT proves that a link
to this test instance has been added to
both the XUA_X-SERVICE-PROV_ITI-40 test
case and the XUA_X-SERVICE-USER_ITI-40
test case.

[EVIDENCE] : The SUT proves that a link

to each relevant EVS Client validations

has been added to the CHADR_FOR_CONSUMER
test case.
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Test case #13316 CHXDS.b_DOC_REG_ITI-57

Keyword : CHXDS.b_DOC_REG_ITI-57 Type : conformity assessment
Name : CHXDS.b_DOC_REG_ITI-57 Peer Type : NO_PEER_TEST
Version : 1.1 Status : ready
Author : wbars Verified by : NicolasBailliet

Date of last 2020-01-14 15:52:15.689965 by aeschlimann

Short Description : Document Registry SUT receives update document metadata from Document Administrator Simulatc

Test Description
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Special Instructions

A8 a pre-requisite : you have ran the CHXDS_DOC_REG_COMNF test. Your system needs to be properly integrated with Gazelle ADR Provider simulator.
This test is executed using Gazelle Webservice Tester as a CH:XDS Document Registry actor.

Important : TLS is mandatory to every request in the XDS profile, as a consequence every endpoint have to use HTTPS.

In this case we will test the Update Document Set {(ITI-57) transaction with a simulator as the Document Administrator.
Tour registry will be initialized by uploading a document to the repository it is attached to, then the metadata of the document will be modified through an ITI-57 request.

The Document Registry actor is expected to act as a X-Service provider. This test will also be used to assess this role for ITI-57 transaction. In order to do so, you'll need to follow the
instructions from this test case :

XUA X-SERVICE-FROWV_ITI-40

Moreover, the Document Registry actor is expected to act as a ¥-Service user when sending an AuthorizationDecision query to an ADR Provider, This test will also be used to assess this
role, in case of an ITI-&7 transaction. In order to do so, you'll need to follow the instructions from this test case:

HUA M-SERVICE-USER_IT[40

In addition, the Document Registry actor is also expected to act as an AuthorizationDecision Consumer, This test will also be used to assess this role, in case of an ITI-67 transaction. In
order to validate the conformity of your system in this role, you'll need to follow the instructions from this test case:

CHADR_FOR_COMNSUMER

Description

- Before anything, configure your systerm to be able to test its role as ¥X-Service Provider, X-Service User and ADR Consumer.

- Use the patient : Nilesh WITTWER-CHRISTEN (EFR-3FID : 761337610411265304" "~ SPID&amp;2.16.756.5.30.1.127.3.10.3&amp;1S0)

- The requests will be sent to your SUT from Gazelle Webservice Tester. To execute this test:

. Access Gazelle Wehbservice Tester and log into the application

Go to menu "Run';

. Belect the test project name EPR XDS Document Reqgistry from the drop-down list;

. Belect test suite [ITI-57] Query Testing - nominal case by ticking the checkbeox in front of its name

Enter the URL of your system under test endpoint (vou need the endpoint to your repository and the endpeoints corresponding to vour registry for ITI-18 and ITI-S7 requests)
. Click en "Run" button

. Walt for the script to complete its execution;

. When the script stops, copy the permanent link of the execution to the evidence test step in Gazelle Test Management (step 50)

To validate your messages :
- The conformance of the ITI-57 response sent back by your systern shall be assessed. In Gazelle Webservice Tester, validate the message in EVSClient. To do so

1. Click on the play icon next to the response type;

2. You have been redirected to EVSClient, select validator: XDS and Extension CH and hit the "Go" button;

3. Once the page of the validator opens, select the appropriate entry in the drop-down list and click on "Validate";
4. When the validation report shows up, a pop-up raises, click on "OK";

Evaluation

The menitor will check that you copled the link to this test instance to the corresponding test step of the test case XUA X-SEBRVICE-PROV_ITI40 AND XUA X-SEBRVICE-USER_ITI-40.

The meonitor will also check that you copied the link to the EVS Client validations for your ADR Authorization Decision query to the corresponding test step of the test case
CHADR FOR CONSUMER

The status of the transaction on GWT for the ITI-S7 transaction must be "Passed".

The validations on EVS Client for the ITI-57 transaction must return "Passed".

Test Participants
Role in test : CH_ADR_PROVIDER_SIMULATOR (Tool) Option

P

Nb of instances : 1

Role in test : DOC_ADMIN-XDS.b-UpdateMetadata_SIMU (Tool)  Option : R Nb of instances : 1
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Test Participants

Role in test : DOC_REGISTRY-XDS.b-DocMetadataUpdate Option : R Nb of instances : 1

Actor Profile Option
SN ATNA NONE
SA ATNA NONE
X-SERV-PROV XUA NONE
X-SERV-USR XUA NONE
DOC_REGISTRY XDS.b DOC_METADATA_UPDATE
AUTH_DECI_CONS CH:ADR NONE

Test Steps

Index Initiator Responder Transaction Message Type Secured ? Option Description

9 DOC_ADM DOC_ADMIN Configure No Required
IN-XDS.b- -XDS.b-

UpdateMet UpdateMetad
adata_SIM ata_SIMU
U

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

10 DOC_ADM DOC_ADMIN Configure No Required
IN-XDS.b- -XDS.b-
UpdateMet UpdateMetad
adata_SIM ata_SIMU
U

[OTHER_ACTION] The Document Registry is configured to communicate properly with the ADR provider simulator.

19 DOC_ADM DOC_REGIS ITI-40 Provide X-User Yes Required
IN-XDS.b- TRY-XDS.b- Assertion
UpdateMet DocMetadata
adata_SIM Update
U

[TRANSACTION] : An ITI-40 transaction is sent in parallel to the ITI-57 request

20 DOC_ADM DOC_REGIS ITI-57 SubmitObjectsReq Yes Required
IN-XDS.b-  TRY-XDS.b- uest
UpdateMet DocMetadata
adata_SIM Update
U

[TRANSACTION][EVIDENCE] Execute the GWT project. Validate the response from your SUT and copy the permanent link to
the messages in this step.

23 DOC_REG CH_ADR PR ITI-40 Provide X-User Yes Required
ISTRY- OVIDER_SI Assertion
XDS.b- MULATOR
DocMetada
taUpdate

[TRANSACTION] : An ITI-40 is sent in parallel to the ADR Authorization Decision request from the SUT to the ADR Decision
Provider
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Test Steps

Index Initiator Responder Transaction Message Type Secured ? Option Description
25 DOC_REG CH_ADR_PR AUTH_DECIS XACMLAuthzDeci Yes Required
ISTRY- OVIDER_SI ION_REQUES sionQuery
XDS.b- MULATOR T
DocMetada
taUpdate

[TRANSACTION] ADR request is performed to retrieve an access decision according to the confidentiality level (normal,
restricted or secret).

45 DOC_ADM DOC_ADMIN Configure No Required
IN-XDS.b- -XDS.b-
UpdateMet UpdateMetad
adata_SIM ata_SIMU
U

[EVIDENCE] : The SUT proves that a link to this test instance has been added to both the XUA X-SERVICE-PROV _ITI-40
test case and the XUA X-SERVICE-USER _ITI-40 test case.

55 DOC_ADM DOC_ADMIN Configure No Required
IN-XDS.b- -XDS.b-
UpdateMet UpdateMetad
adata_SIM ata_SIMU
U

[EVIDENCE] : The SUT proves that a link to EVS Client validation for its ADR query has been added to the
CHADR_FOR_CONSUMER test case.

Sequence Diagram

CHXDS.b DOC_REG ITI|-57

% ‘ DOC ADMIN-XDS.b-UpdateMetadata SIMU:DOC ADMIN-XDS.b-UpdateMetadata SIMU I ‘ DOC REGISTRY-XDS.b-DocMetadataUpdate:DOC REGISTRY I ‘ CH ADR PROVIDER SIMULATOR:CH ADR PROVIDER SIMULATOR

user
[OTHER_ACTION] : The system is
configurated to be able to register its
audit messages.

[OTHER_ACTION] The Document Registry is
configured to communicate properly with
the ADR provider simulator.

-
[TRANSACTION] : An ITI-40 transaction is i
sent in parallel to the ITI-57 request :

1| ITI-40 : Provide X-User Assertion N

[TRANSACTION][EVIDENCE] Execute the GWT
project. Validate the respense frem your

SUT and copy the permanent link to the
messages in this step.

[TRANSACTION] : An ITI-40 is sent in
parallel to the ADR Authorization

Decision request from the SUT to the ADR
Decision Provider

1\ ITI-40 : Provide X-User Assertion N

[TRANSACTION] ADR request is performed
to retrieve an access decision according
to the confidentiality level (nermal,
restricted or secret).

[EVIDENCE] : The SUT proves that a link
to this test instance has been added to
both the XUA_X-SERVICE-PROV_ITI-40 test
case and the XUA_X-SERVICE-USER_ITI-40
test case.

L

K

[EVIDENCE] : The SUT proves that a link
to EVS Client validation for its ADR
query has been added to the
CHADR_FOR_CONSUMER test case.

L]
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Test case #13440 CHXDS.b_DOC_REPO_CONF

Test Summary

Keyword : CHXDS.b_DOC_REPO_CONF Type : conformity assessment
Name : CHXDS.b_DOC_REPO_CONF Peer Type : NO_PEER_TEST
Version : 1.1 Status : ready
Author : NicolasBailliet Verified by : aberge

Date of last 2019-12-10 12:08:32.508726 by NicolasBailliet

Short Description : This test targets at setting up the context for the XDS.b Document Repository actor.

Test Description
Special Instructions

In further tests, you will act as an XDS Document Repository actor and this test will provide vou essential informations to set up the context and what are the configurations.

Description

& X05 Document Registry actor is pleyved by XDE Registry mock which forsards received requests to XDS Toolkit ;
@ XDS Document Consumer and XDS Document Source actors are played by a Soapll script executed from Gazelle Webservice Tester [GWT).

URL of the XDS Document Registry simulator : https: /fehealthsuisse.jhe-europe.net: 1 044 3/DiocumentRegistryrwsdl

XDS Document Repository is expected to support three transactions

@« [TI41 : Provide and Register Document Set-b as a responder ;
@« [T1-42 : Register Document Set-b as an initiator ;
@« [T143 : Retrieve Document Set as a responder.

Evaluation

Mo formal evaluation is expected for this test, the next tests will demonstrate that you have correctly set up vour systerm.

The monitor can set this test as PASSED once executed.

Test Participants
Role in test : EPR_XDS.b_DOC_REPOSITORY_SUT (SUT) Option : R Nb of instances : 1
Actor Profile Option
DOC_REPOSITORY XDS.b NONE
Test Steps
Index Initiator Responder Transaction Message Type Secured ? Option Description
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Sequence Diagram

CHXDS. h DOC REPO C

%‘ EPR XDS.b DOC REPOSITORY SUT:DOC REPOSITORY |

user EE'F
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Test case #13443 CHXDS.b_DOC_REPO_ITI41_ITI42

Keyword : CHXDS.b_DOC_REPO_ITI41_ITI42 Type : conformity assessment
Name : CHXDS.b_DOC_REPO_ITI41_ITI42 Peer Type : NO_PEER_TEST
Version : 1.1 Status : ready
Author : NicolasBailliet Verified by : aberge

Date of last 2020-01-14 15:57:18.293645 by aeschlimann

Short Description : This test verifies the capacity of a system to receive and accept a document in a Provide and Registe
(ITI-41) transaction. It includes metadata forwarding (ITI-42).

Test Description
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Prerequisites
In order to perform this test, CHXDS.b DOC_REPC_CONF has to be executed (Test link).
Special Instructions

In this case, the Provide and Register Document Set-b (ITI-41) and Register Document Set-b {ITI-42) transactions with the XDS Document Repository as a

system under test will be tested.
Firstly, an ITI-41 transaction between the XDS Document Source and your system acting as an XD5 Document Repository will be executed.

It requires to run a SoapUl project in Gazelle Webservice Tester in order to test this transaction and to validate the responses produced by your system

The messages exchanged between your SUT and the simulator should have been recorded and be available in Gazelle Webservice Tester. The request of this transaction has to
be validated using EVSClient.

Important: TLS is mandatory to every request in the XDS profile, as a consequence every endpoint has to use HTTPS.

The Document Repository actor is expected to act as a X-Service provider when receiving an ITI-41 request. This test will also be used to assess this role. In order to do so, you'll need to
follow the instructions from this test case :

XUA X-SERVICE-PROYV_ITI-40

Moreover, the Document Repository actor is expected to act a ¥-Service User when sending an ITI-4 2 request. This test will also be used to assess this role. In arder to do so, you'll need
to follow the instructions from this test case :

HUA X-SERVICE-USER ITI-40

Description

- Before anything, configure your system to be able to test its role as X-Service Provider and X-Service User.

- Use the patient : Nilesh WITTWER-CHRISTEN (EFR-SPID : 761337610411265304™~~SPID&amp;2.16.756.5.30.1.127.3.10.3&amp;1S0)

In order to test the XDS Document Repository in an [TI41 transaction, the following cases have been identified and are included in the test suite XDS Repository (PnR) :

Accept provide and register for a single document

Accept two documents

Accept document with size and hash attributes

Reject submission where metadata and documents do not match
Return errors from Registry

Accept and replace document

Append and transform Document Entry.

N W

Each of these test cases include both ITI-41 and ITI42 transactions.

To execute this test, two functionalities of Gazelle Webservice Tester have to be used, each one related to one of the two transactions under test (ITI41 and ITI-42) :

For IT[-41 transactions, the requests will be sent to yvour SUT from Gazelle Webservice Tester.

Access Gazelle Webservice Tester and log into the application:

Go to the menu "Run's

Select the test project name EPR XDS Document Repository from the drop-down list:

Select test suite XDS Repository (PnR) by ticking the checkbaox in front of its name;

Enter the URL of your system under test endpeint (shall be a secured endpoint):

Click on "Run" button;

Wwait for the script to complets its execution:

When the script stops, copy the permanent link of the execution to the test step in Gazelle Test Management.

WD W

The conformance of the responses sent back by your system shall be assessed. [n Gazelle Webservice Tester, for the ITI41 responses, validate the message in EVSClient. To do so:

1. Click on the play icon next to the response type;

2. You have been redirected to E¥SClient, select validator: XDS and Extension CH and hit the "Go" button;

3. Once the page of the validator opens, select the appropriate entry in the drop-down list and click on "Validate";
4. When the validation report shows up, a pop-up raises for returning the validation report to GWT, click on "OK".

For ITI-42 transactions, the messages exchanged between your SUT and the simulator should have been recorded and be available in Gazelle Webservice Tester :

Access the messages in Gazelle Webservice Tester from the "Mock messages';

Find out the message of interest, you can use the filters to ease your search (we also recommand to do it before you move to the next stepl:
e wrant to verify the conformance of the request sent by your SUT, click on the play icon next to the request type:

Tou have been redirected to EVSClient, select validator: XD§ and Extension CH and hit the "Go" button;

Cnce the page of the validator opens, select the appropriate entry in the drop-down list and click on "Validate";

When the validation report shows up, a pop-up raises, click on "OK"

Copy the permanent link of the message in the test step using the "add link" feature.

Rl L

Evaluation

The monitor will check that you copied the link to this test instance to the corresponding test step of the test case XUA X-SERVICE-PROV_[TI-40 AND XUA X-SERVICE-USER_[TI-40.

First of all, the global status of the executed SoapUl project on GWT must be Passed.

45 well the validation in E¥EClient must return Passed for the requested validations.
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Test Participants

Role in test : EPR_XDS.b_DOC_REGISTRY_SIMU (Tool) Option : R Nb of instances : 1
Role in test : EPR_XDS.b_DOC_REPOSITORY-WITH_XUA Option : R Nb of instances : 1
Actor Profile Option
DOC_REPOSITORY XDS.b NONE
X-SERV-PROV XUA NONE
X-SERV-USR XUA NONE
Role in test : EPR_XDS.b_DOC_SOURCE_SIMU (Tool) Option : R Nb of instances : 1
Test Steps
Index Initiator Responder Transaction Message Type Secured ? Option Description
1 EPR _XDS. EPR _XDS.b_ None No Required

b DOC_R DOC_REPO
EPOSITOR  SITORY-

Y- WITH_XUA
WITH_XUA

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

9 EPR_XDS. EPR_XDS.b_ ITI-40 Provide X-User Yes Required
b DOC S DOC_REPO Assertion
OURCE_SI SITORY-
MU WITH_XUA

[TRANSACTION] Running the project on GWT initiates an ITI-40 in parallel to the ITI-41 request from the Document Source
simulator to the SUT

10 EPR XDS. EPR XDS.b_ ITI-41 ProvideAndRegist Yes Required
b DOC S DOC_REPO erDocumentSetRe
OURCE_SI SITORY- quest
MU WITH_XUA

[TRANSACTION] [EVIDENCE] Run the XDS Document Repository project on Gazelle Webservice Tester (GWT) by selecting
the test suite XDS Repository (PnR).

Validate your responses and paste here the link of the execution on GWT.

29 EPR _XDS. EPR _XDS.b_ ITI-40 Provide X-User Yes Required
b DOC R DOC _REGIS Assertion
EPOSITOR TRY_SIMU
Y-
WITH_XUA

[TRANSACTION] In parallel to the ITI-42 transaction, the assertion from the previous ITI-41 transaction is transfered by the
Document Repository to the Document Registry through an ITI-40 transaction.

30 EPR_XDS. EPR XDS.b_ ITI-42 Register Yes Required
b DOC R DOC_REGIS Document Set-b
EPOSITOR TRY_SIMU
Y-
WITH_XUA
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Test Steps
Index Initiator Responder Transaction Message Type Secured ? Option Description

[TRANSACTION] [EVIDENCE] Go into Mock Messages in Gazelle Webservice Tester, find the messages of interest.
Validate your requests and attach here their links in GWT.

40 EPR_XDS. EPR_XDS.b_ None No Required
b DOC_R DOC_REPO
EPOSITOR  SITORY-
Y- WITH_XUA
WITH_XUA

[EVIDENCE] : The SUT proves that a link to this test instance has been added to both the XUA X-SERVICE-PROV _ITI-40 test
case and the XUA_X-SERVICE-USER _ITI-40 test case.

Sequence Diagram

CHXDS.b DOC_REPO_ITI41_IT142
% ‘EPR XDS.b DOC SQURCE SIMU:EPR XDS.b DOC SQURCE SIMU I ‘ EPR XDS.b DOC REGISTRY SIMU:EPR XDS.b DOC REGISTRY SIMU I ‘ EPR XDS.b DOC REPOSITORY-WITH XUA:DOC REPOSITORYI

user
[OTHER_ACTION] : The system is
cenfigurated to be able to register its
audit messages.

[TRANSACTION] Running the project on GWT
initiates an ITI-40 in parallel to the

ITI-41 request frem the Decument Source
simulator to the SUT

/l| ITI-40 : Provide X-User Assertion

[TRANSACTION] [EVIDENCE] Run the XDS
Document Repositery project on Gazelle
Webservice Tester (GWT) by selecting the
test suite XDS Repository (PnR).

Validate your responses and paste here
the link of the execution on GWT.

[TRANSACTION] In parallel to the ITI-42
transaction, the assertion from the
previous ITI-41 transaction is

transfered by the Document Repository to
the Document Registry through an ITI-40
transactien.

[TRANSACTION] [EVIDENCE] Go into Mock
Messages in Gazelle Webservice Tester,
find the messages of interest.

Validate your requests and attach here
their links in GWT.

[EVIDENCE] : The SUT proves that a link
te this test instance has been added to
both the XUA_X-SERVICE-PROV_[TI-40 test
case and the XUA_X-SERVICE-USER_ITI-40
test case.

L J}ﬂ
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Test case #13444 CHXDS.b_DOC_REPO_ITI43

Keyword : CHXDS.b_DOC_REPO_ITI43 Type : conformity assessment
Name : CHXDS.b_DOC_REPO_ITI43 Peer Type : NO_PEER_TEST
Version : 1.1 Status : ready
Author : NicolasBailliet Verified by : aberge

Date of last 2020-01-14 15:56:43.310847 by aeschlimann

Short Description : This test verifies the capacity of a system to respond to a retrieve request in a Retrieve Document (1T
43) transaction.

Test Description
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Prerequisites

In order to perform this test, CHXDS.b_DOC_REPC_CONF has to be executed (Test link).

Special Instructions

In this case, the Retrieve Document Set (ITI-43) transaction with the XDS Document Repository as a system under test will be tested.
Firstly, an ITI-41 transaction between the XDS Document Source and your system acting as an XDS Document Repository will be executed to submit and
accept a document (not tested, only for initialization).

The XDS Document Consumer will finally retrieve the document stored in your system (XDS Document Repository) with an ITI-43 transaction. The
response sent back with the stored document has to be validated.

Impertant : TLS is mandatory to every request in the XDS profile, as a consequence every endpoint has to use HTTPS.

The Document Repository actor is expected to act as a ¥-Service provider. This test will also be used to assess this role in the case of ITI43 transactions. In order to do so, you'll need to
follow the instructions from this test case:

HUA M-SERVICE-PROV_ITI-40

Description

Before anything, make sure your system is configured to be able to test its role as X-Service Provider.

Use the patient : Nilesh WITTWER-CHRISTEN (EPR-SPID : 761337610411265304"™ " " SPID&amp;2.16.756.5.30.1.127.3.10.3&amp;150)

In order to test the XDS Document Repository in an ITI-43 transaction, the following cases have been identified and are included in the test suite XDS Repository (Retrieve) :

1. Accept retrieve document set - two documents
2. Accept retrieve document set with a single document
3. Repository handling of mimeType

For ITI43 transactions, the requests will be sent to your SUT from Gazelle Webservice Tester.

. Access Gazelle Webservice Tester and log into the application;

. Go to the menu "Run';

. Belect the test project name EPR XDS Document Repository from the drop-down list;

. Select test suite XDS Repository (Retrieve) by ticking the checkbox in front of its name;

Enter the URL of your system under test endpoint (shall be a secured endpoint);

Click on "Run” button;

. Wait for the script to complete its execution:

. When the script stops, copy the permanent link of the execution to the test step in Gazelle Test Management.

The conformance of the responses sent back by your system shall be assessed. In Gazelle Webservice Tester, for the ITI43 responses (not prefixed [INTERNAL] [INIT] or [EVALI)L
validate the message in EVSClient. To do so:

1. Click on the play icon next to the response type;

2. You have been redirected to EVSClient, select validator: XDS and Extension CH and hit the "Go" button;

3. Once the page of the validator opens, select the appropriate entry in the drop-down list and click on "Validate";
4. When the validation report shows up, a pop-up raises for returning the validation report to GWT, click on "OK".

Evaluation

The menitor will check that you copied the link to this test instance to the corresponding test step of the test case XUA X-SERVICE-PROV_ITI-40

First of all, the global status of the executed SoapU| project on GWT must be Passed.

A5 well, the validation in E¥SClient must return Passed for the requested validations.

Test Participants

Role in test : EPR_XDS.b_ DOC_CONSUMER_SIMU (Tool) Option : R Nb of instances : 1
Role in test : EPR_XDS.b DOC_REPOSITORY-WITH_XUA Option : R Nb of instances : 1
Actor Profile Option
DOC_REPOSITORY XDS.b NONE
X-SERV-PROV XUA NONE
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Test Participants

Actor Profile Option
X-SERV-USR XUA NONE
Test Steps
Index Initiator Responder Transaction Message Type Secured ? Option Description
5 EPR_XDS. EPR_XDS.b_ None No Required

b_DOC_R DOC_REPO
EPOSITOR SITORY-
Y- WITH_XUA
WITH_XUA

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

9 EPR _XDS. EPR XDS.b_ ITI-40 Provide X-User Yes Required
b DOC C DOC _REPO Assertion
ONSUMER SITORY-
_SIMU WITH_XUA

[TRANSACTION] Running the project on GWT initiates an ITI-40 in parallel to the ITI-43 request from the Document Consumer
simulator to the SUT

10 EPR_XDS. EPR_XDS.b_ ITI-43 RetrieveDocument Yes Required
b_DOC_C DOC_REPO SetRequest
ONSUMER SITORY-
_SIMU WITH_XUA

[TRANSACTION] [EVIDENCE] Run the XDS Document Repository project on Gazelle Webservice Tester (GWT) by selecting
the test suite XDS Repository (Retrieve).

Validate your responses and paste here the link of the execution on GWT.

20 EPR_XDS. EPR_XDS.b_ None No Required
b DOC_R DOC_REPO
EPOSITOR  SITORY-
Y- WITH_XUA
WITH_XUA

[EVIDENCE] : The SUT proves that a link to this test instance has been added to both the XUA X-SERVICE-PROV _ITI-40 test
case.
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CHXDS.b DOC REPO 1143

EPR XDS.b DOC REPOSITORY-WITH XUA:DOC REPOSITORY

% EPR XD5.b DOC CONSUMER SIMU:EPR XDS.b DOC CONSUMER SIMU

user

[OTHER_ACTION] : The system is
configurated to be able to register its
audit messages.

[TRANSACTION] Running the project on GWT
initiates an ITI-40 in parallel to the

ITI-43 request from the Document
Consumer simulator to the SUT

[TRANSACTION] [EVIDENCE] Run the XDS
Document Repository project on Gazelle
Webservice Tester (GWT) by selecting the
test suite XDS Repository (Retrieve).

Validate your responses and paste here
the link of the execution on GWT.

—

ITI-40 : Provide X-User Assertion

[EVIDENCE] : The SUT proves that a link
to this test instance has been added to
both the XUA_X-SERVICE-PROV_ITI-40 test
case.

—

1T1-43 : RetrieveDocumentSetRequest

L4

Ld
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Test case #13433 CHXDS.b_DOC_SRC _ITI-41

conformity assessment
NO_PEER_TEST
ready

aeschlimann

Keyword : CHXDS.b_DOC_SRC_ITI-41 Type :
Name : CHXDS.b_DOC_SRC_ITI-41 Peer Type :
Version: 1.1 Status :
Author : aeschlimann Verified by :

Date of last 2020-01-03 16:08:51.398752 by aeschlimann

Short Description : This test is to verify the SUT capacity to register a document and its metadata through an ITI-41

transaction with a XDS document repository.

Test Description
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h3.cjk { font-family: "Noto Sans CJK SC Regular"; }h3.ctl { font-family: "Lohit Devanagari"; }h2.cjk { font-family: "Noto Sans
CJK SC Regular"; }h2.ctl { font-family: "Lohit Devanagari"; }p { margin-bottom: 0.25cm; line-height: 115%; }a:link { } Special
Instructions

In this case we will test the Provide and Registry Docurnent Set-b (ITI-41) transaction with a simulater as both the Docurnent Repository and Docurnert Registry.

To performn this test, you'll need to download the files *SubmissionDoc txt","SubrissionD ocOne txt” and "SubrnissionD ocTwo.tst" from : https:ieheslthsuisse ihe-europe netftest data®DS Docurnents).

The data yau'll use far the transactions are :
patient : Nilesh WITTWER-CHRISTEN (EPR-SPID : p { margin-bottom: 0.25cm; line-height: 115%:; }a:link { } 761337610411265304"™ " "~ SPID&amp;
2.16.756.5.30.1.127.3.1 0.3 &amp;150)

Repository Unique ID : 1.1.45673222.1.70

F.equests endpoint -hittps:/fehealthsuisse. ihe-enrope.net: 10445 xdstools7/sim/epr-testing_for_doc_source_testing/rep/prb

ITI-41 must be grouped with an ITI-40. Before each request you must

1. Use the Identity Provider Simulator to do an Authenticate User transaction (Use the HCP aandrews)

2. Then do an Get X-User Assertion to the Assertion Provider Simulator (https:ffehealthsuisse.ihe-europe.net: 10443/STS?wsdl)

3. Use the BAML Assertion in your ITI-41 request

4. This part is checked in the test case XUA X-SERVICE-USER_ITI-40. You must create a test instance of this and paste the link in the step 5.

The value of the sther metadatas isnot important as long as the various codes, codeSystem and formats respect the IHE and swiss XDS specifications.

Flease note that -

For each ITI41 transaction, an ADR request is performed by the registry simulator to an ADR provider simulator to retrieve an access decision according to the confidentiality level
(normal, restricted and secret).

This decision is based on the policy set prealably defined by the patient in the Policy Repository.

The Document Begistry shall allow the document to be registered according to the rights given to the HCP in response to the ITI41 request.

The datas given to you {assertion, PID, ...} are known from both the document registry and ADR simulator and should return the datas and docurments requested.

Important: TLS is mandatory to every request in the XDS5 profile, as a consequence every endpoint have to use HTTPS.

Description
1 - First, send the file “Submis=ionDoc tet” in a first request.

2 - [Optional) Then send the two files “SubmissionDocCne txt” and “SubmissionDoc Two xt in & second request.

Take note of the time at which you initiated your transaction, it will be helpful for the next steps

- Qnce your requests has been executed, you'll need to recover thelr logs from XDSTools :
® 5o to KDSTools7 home page
» At the top of the page, set the Environment to ehealthsuisse and the Test Session to epr-testing from the drop-down lists

» At the left side of the page, click on the "New Simulator Logs" option (in the "Toolkit" section)
# Select the simulator that participated in your transaction (here it'sepr-testing_ for_doc_source_testing)

# [n the Message menu, pick the logs corresponding to your transaction using your IP and transaction time
# From the Request Body tab, copy the Enveloppe of yvour request in an xml file

- Now tovalidate all your requests with the validation tool EVSClient :
e [n EV5Client, choose on the menu EPR » XD* Metadata = Validate

» Upload your ¥ML message. Then., in Model Based Validation select: CH XDS.b ITI-41 PnR Set-b - request (CH codes) to validate your request
# Copy the permanent link to your validation in the corresponding test step

The monitor also needs a proot that the registry and the repository successfully stored vour documents. Provides a screenshot of the logs in XDETools showing the status of the response.

Evaluation

The validation of your requests in EVS Client must return Passed.

The response to your request must be Success (provide a screenshot of your system).

Test Participants

Role in test : EPR_XDS.b_DOC_REPOSITORY_SIMU (Tool) Option : R Nb of instances : 1
Role in test : EPR_XDS.b_DOC_SOURCE-WITH_XUA (SUT) Option : R Nb of instances : 1
Actor Profile Option
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Test Participants

Actor Profile Option
DOC_SOURCE XDS.b NONE
X-SERV-USR XUA NONE
Test Steps
Index Initiator Responder Transaction Message Type Secured ? Option Description
1 EPR_XDS. EPR_XDS.b_ - No Required
b_DOC_S DOC_SOUR
OURCE- CE-

WITH_XUA  WITH_XUA

[INSTRUCTION] Configure your system to contact Identity Provider Simulator to authenticate user aandrews (HCP) and to
contact the Assertion Provider Simulator to get an assertion for this user

5 EPR_XDS. EPR_XDS.b_ ITI-40 Provide assertion Yes Required
b_ DOC_S DOC_REPO
OURCE- SITORY_SIM
WITH_XUA U

[TRANSACTION] Each ITI-41 transaction shall be supported by a ITI-40 Provider X-User Assertion transaction. That means

that we want your system to demonstrate its capability to enclose the SAML token with the SOAP header of the ITI-41 request.

10 EPR XDS. EPR XDS.b_ ITI-41 ProvideAndRegist Yes Required
b DOC S DOC_REPO erDocumentSet-b
OURCE- SITORY_SIM
WITH_XUA U

[TRANSACTION][EVIDENCE] : The SUT send an ITI-41 request to register the first document to the repository simulator.

20 EPR_XDS. EPR_XDS.b_ ITI-41 ProvideAndRegist Yes Optional
b DOC_S DOC_REPO erDocumentSet-b
OURCE- SITORY_SIM
WITH_XUA U

[TRANSACTION][EVIDENCE] : The SUT send an ITI-41 request to register the two other documents to the repository
simulator.

30 EPR_XDS. EPR XDS.b_ None No Required
b DOC_S DOC_SOUR
OURCE- CE-

WITH_XUA  WITH_XUA

[OTHER_ACTION] : Retrieve the log of your request in XML format. [EVIDENCE] : Paste the EVS permanent link for the
validation of your requests

40 EPR_XDS. EPR_XDS.b_ None No Required
b DOC_S DOC_SOUR
OURCE- CE-

WITH_XUA  WITH_XUA

[EVIDENCE] : The SUT proves that a link to this test instance has been added to the XUA X-SERVICE-USER _ITI-40 test
case.
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CHXDS.b DOC SRC ITIF41

A

usel

EPR xDS.b DOC REPOSITORY SIMU:EPR XDS.b DOC REPOSITORY SIMU | EPR XDS.b DOC SOURCE-WITH XUA:DOC SOURCE

r

[INSTRUCTION] Configure your system to
contact Identity Provider Simulator to
authenticate user aandrews (HCP) and to
contact the Assertion Provider Simulator
to get an assertion for this user

[TRAMSACTION] Each ITI-41 transaction
shall be supported by a ITI-40 Provider
X-User Assertion transaction. That means
that we want your system to demoenstrate
its capability to enclose the SAML token
with the SOAP header of the ITI-41
request.

Ld

[TRANSACTION][EVIDENCE] : The SUT send
an ITI-41 request to register the first
document to the repository simulator.

ITI-40 : Provide assertion

r L
[TRANSACTION][EVIDENCE] : The 5UT send
an ITl-41 request to register the two
other decuments to the repository
simulator.
P ITI-41 : ProvideAndRegisterDocumentSet-b J
r N

[OTHER_ACTIOM] : Retrieve the log of
your request in XML format. [EVIDENCE] :
Paste the EVS permanent link for the
validation of your requests

[EVIDENCE] : The SUT proves that a link
to this test instance has been added to
the XUA X-SERVICE-USER ITI-40 test case.

=
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