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Conformance tests definitions

Test case #14110 CHPPQ_AddDelegation_Repository
Test Summary

Keyword : CHPPQ_AddDelegation_Repo_CTS
Name : CHPPQ_AddDelegation_Repository

Version : 1.0 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

System acting as PPQ Repository must respond to a simulated PPQ request aiming at adding a
delegation policy from an HCP to an another.

Short Description :

Author : No verifiedVerified by :vhofman Not verified
Date of last 2024-07-01 11:23:27.871106 by vhofman

Test Description

Page 1 of 422024-08-29



Conformance tests definitions

Page 2 of 422024-08-29



Conformance tests definitions

Test Participants
Role in test  : CH_ADR_PROVIDER_SIMULATOR (Tool) Option : R 1Nb of instances :

Role in test  : PPQ_REPOSITORY_WITH_XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-PROV

XUA NONEX-SERV-USR

CH:ADR NONEAUTH_DECI_CONS

CH:PPQ NONEPOLICY_REPO

Role in test  : PPQ_SOURCE_SIMULATOR (Tool) Option : R 1Nb of instances :

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo5 Configure

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo10 Configure

[OTHER_ACTION] The Policy Repository is configured to communicate properly with the ADR provider simulator.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_SOU
RCE_SIMU

LATOR

RequiredYesITI-4015 Provide X-User
Assertion

[TRANSACTION] : Runing the project on GWT initiate an ITI-40 in parallel to the PPQ-1 request from the Policy Source
simulator to the SUT

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_SOU
RCE_SIMU

LATOR

RequiredYesPPQ-120 Add Policy

[TRANSACTION] : Runing the project on GWT initiate a delegation PPQ-1 request, grouped with an ITI-40 from the Policy
Source simulator to the SUT

CH_ADR_PR
OVIDER_SI
MULATOR

PPQ_REP
OSITORY_
WITH_XUA

RequiredYesITI-4022 Provide X-User
Assertion

[TRANSACTION] : An ITI-40 is sent in parallel to the ADR Authorization Decision request from the SUT to the ADR Decision
Provider

CH_ADR_PR
OVIDER_SI
MULATOR

PPQ_REP
OSITORY_
WITH_XUA

RequiredYesAUTH_DECIS
ION_REQUES

T

25 ADR Request

[TRANSACTION] : An ADR authorization decision request is sent to an ADR provider simulator to retrieve an access decision
according to the confidentiality level (normal, restricted and secret), policy set and time limitation parameters.
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Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo30 Validation

[EVIDENCE] : The links to the validations of all messages on GWT is provided.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo40 none

[EVIDENCE] : The SUT proves that a link to this test instance XUA_X-SERVICE-PROV_ITI-40 and XUA_X-SERVICE-
USER_ITI-40. test case has been added for both transactions.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo50 none

[EVIDENCE] : The SUT proves that a link to each relevant EVS Client validations has been added to the
CHADR_PPQdelegation_for_Consumer test case.
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Sequence Diagram

Page 5 of 422024-08-29



Conformance tests definitions

Test case #14114 CHPPQ_AddDelegation_Source
Test Summary

Keyword : CHPPQ_AddDelegation_Source_CTS
Name : CHPPQ_AddDelegation_Source

Version : 1.0 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

Policy Source requests to add new delegation policy in a simulated PPQ repositoryShort Description :

Author : No verifiedVerified by :vhofman Not verified
Date of last 2024-07-01 11:29:10.17295 by vhofman

Test Description
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Test Participants
Role in test  : PPQ_REPOSITORY_SIMULATOR (Tool) Option : R 1Nb of instances :
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Test Participants
Role in test  : PPQ_SOURCE_WITH_XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-USR

CH:PPQ NONEPOLICY_SRC

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_SOUR
CE_WITH_X

UA

PPQ_SOU
RCE_WIT

H_XUA

RequiredNo5 None

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

PPQ_SOUR
CE_WITH_X

UA

PPQ_SOU
RCE_WIT

H_XUA

RequiredNo10 None

[INSTRUCTION] Configure your system to contact Identity Provider Simulator to authenticate a user and to contact the
Assertion Provider Simulator to get an assertion for this user

PPQ_REPO
SITORY_SIM

ULATOR

PPQ_SOU
RCE_WIT

H_XUA

RequiredYesITI-4015 Provide assertion

[TRANSACTION] Each PPQ-1 transaction shall be supported by a ITI-40 Provider X-User Assertion transaction. That means
that we want your system to demonstrate its capability to enclose the SAML token with the SOAP header of the PPQ-1 request.

PPQ_REPO
SITORY_SIM

ULATOR

PPQ_SOU
RCE_WIT

H_XUA

RequiredYesPPQ-120 Add Policy

[TRANSACTION][EVIDENCE] Trigger an event that initiates the AddPolicyRequest in a delegation context. Validate your
request and copy the permanent link to the messages in this step.

PPQ_SOUR
CE_WITH_X

UA

PPQ_SOU
RCE_WIT

H_XUA

RequiredNo30 Validate

[EVIDENCE] : The links to the validations of all messages on GWT is provided.

PPQ_SOUR
CE_WITH_X

UA

PPQ_SOU
RCE_WIT

H_XUA

RequiredNo40 Validate

[EVIDENCE] : The SUT proves that a link to this test instance has been added to the XUA_X-SERVICE-USER_ITI-40 test
case.
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Sequence Diagram
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Test case #14112 CHPPQ_AddDelegation_Repository_Error_Cases
Test Summary

Keyword : CHPPQ_AddDeleg_Repo_err_CTS
Name : CHPPQ_AddDelegation_Repository_Error

Version : 1.0 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

System acting as PPQ Repository must respond to a simulated PPQ request aiming at adding wrong
delegation policies.

Short Description :

Author : No verifiedVerified by :vhofman Not verified
Date of last 2024-07-01 11:25:55.179547 by vhofman

Test Description
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Test Participants
Role in test  : CH_ADR_PROVIDER_SIMULATOR (Tool) Option : R 1Nb of instances :

Role in test  : PPQ_REPOSITORY_WITH_XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-PROV

XUA NONEX-SERV-USR

CH:ADR NONEAUTH_DECI_CONS

CH:PPQ NONEPOLICY_REPO

Role in test  : PPQ_SOURCE_SIMULATOR (Tool) Option : R 1Nb of instances :

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo5 Configuration

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo10 Configuration

[OTHER_ACTION] The Policy Repository is configured to communicate properly with the ADR provider simulator.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_SOU
RCE_SIMU

LATOR

RequiredNoITI-4015 Provide X-User
Assertion

[TRANSACTION] : Runing the project on GWT initiate an ITI-40 in parallel to the PPQ-1 request from the Policy Source
simulator to the SUT

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_SOU
RCE_SIMU

LATOR

RequiredNoPPQ-120 Add Delegation
Policy

[TRANSACTION] : Runing the project on GWT initiate a delegation PPQ-1 add delegation request, grouped with an ITI-40 from
the Policy Source simulator to the SUT

CH_ADR_PR
OVIDER_SI
MULATOR

PPQ_REP
OSITORY_
WITH_XUA

RequiredNoITI-4022 Provide X-User
Assertion

[TRANSACTION] : An ITI-40 is sent in parallel to the ADR Authorization Decision request from the SUT to the ADR Decision
Provider

CH_ADR_PR
OVIDER_SI
MULATOR

PPQ_REP
OSITORY_
WITH_XUA

RequiredNoAUTH_DECIS
ION_REQUES

T

25 ADR Request

[TRANSACTION] : An ADR authorization decision request is sent to an ADR provider simulator with the time limitation
parameters to retrieve an access decision according to the confidentiality level (normal, restricted and secret) and policy set.
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Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo30 Validation

[EVIDENCE] : The links to the validations of all messages on GWT is provided.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo40 None

[EVIDENCE] : The SUT proves that a link to this test instance XUA_X-SERVICE-PROV_ITI-40 and XUA_X-SERVICE-
USER_ITI-40. test case has been added for both transactions.

Sequence Diagram
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Test case #13978 CHPPQ_POLICY_CONS_PPQ2
Test Summary

Keyword : CHPPQ_POLICY_CONS_PPQ2_CTS
Name : CHPPQ_POLICY_CONS_PPQ2

Version : 1.2 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

Policy Consumer executes a valid PPQ-2 XACML Policy query to a simulated Policy RepositoryShort Description :

Author : No verifiedVerified by :vhofman Not verified
Date of last 2024-01-26 16:24:09.420836 by vhofman

Test Description

Test Participants
Role in test  : PPQ_CONSUMER_WITH_XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-USR

CH:PPQ NONEPOLICY_CONS

Role in test  : PPQ_REPOSITORY_SIMULATOR (Tool) Option : R 1Nb of instances :
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Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_CONS
UMER_WITH

_XUA

PPQ_CON
SUMER_W
ITH_XUA

RequiredNo1 Configure

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

PPQ_CONS
UMER_WITH

_XUA

PPQ_CON
SUMER_W
ITH_XUA

RequiredNo40 Configure

[INSTRUCTION] Configure your system to contact Identity Provider Simulator to authenticate a user and to contact the
Assertion Provider Simulator to get an assertion for this user

PPQ_REPO
SITORY_SIM

ULATOR

PPQ_CON
SUMER_W
ITH_XUA

RequiredYesITI-4045 Provide assertion

[TRANSACTION] Each PPQ-2 transaction shall be supported by a ITI-40 Provider X-User Assertion transaction. That means
that we want your system to demonstrate its capability to enclose the SAML token with the SOAP header of the PPQ-2 request.

PPQ_REPO
SITORY_SIM

ULATOR

PPQ_CON
SUMER_W
ITH_XUA

RequiredYesPPQ-250 Policy Query

[TRANSACTION] Send your XACMLPolicy Request to PPQ simulator.

PPQ_CONS
UMER_WITH

_XUA

PPQ_CON
SUMER_W
ITH_XUA

RequiredNo60 Validate

[EVIDENCE] : The links to the validations of your request is provided.

PPQ_CONS
UMER_WITH

_XUA

PPQ_CON
SUMER_W
ITH_XUA

RequiredNo70 Validate

[EVIDENCE] : The SUT proves that a link to this test instance has been added to the XUA_X-SERVICE-USER_ITI-40 test
case.
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Sequence Diagram
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Test case #13977 CHPPQ_POLICY_REPO_PPQ-1_ADD
Test Summary

Keyword : CHPPQ_POLICY_REPO_PPQ-
Name : CHPPQ_POLICY_REPO_PPQ-1_ADD

Version : 1.2 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

System acting as PPQ Repository must respond to a simulated PPQ request aiming at adding a policy
in the repository.

Short Description :

Author : No verifiedVerified by :vhofman Not verified
Date of last 2024-01-26 16:24:17.071774 by vhofman

Test Description
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Test Participants
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Test Participants
Role in test  : CH_ADR_PROVIDER_SIMULATOR (Tool) Option : R 1Nb of instances :

Role in test  : PPQ_REPOSITORY_WITH_XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-PROV

XUA NONEX-SERV-USR

CH:ADR NONEAUTH_DECI_CONS

CH:PPQ NONEPOLICY_REPO

Role in test  : PPQ_SOURCE_SIMULATOR (Tool) Option : R 1Nb of instances :

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo5 Configure

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo10 Configure

[OTHER_ACTION] The Policy Repository is configured to communicate properly with the ADR provider simulator.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_SOU
RCE_SIMU

LATOR

RequiredYesITI-4015 Provide X-User
Assertion

[TRANSACTION] : Runing the project on GWT initiate an ITI-40 in parallel to the PPQ-1 request from the Policy Source
simulator to the SUT

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_SOU
RCE_SIMU

LATOR

RequiredYesPPQ-120 Add Policy

[TRANSACTION] : Runing the project on GWT initiate an PPQ-1 request, grouped with an ITI-40 from the Policy Source
simulator to the SUT

CH_ADR_PR
OVIDER_SI
MULATOR

PPQ_REP
OSITORY_
WITH_XUA

RequiredYesITI-4022 Provide X-User
Assertion

[TRANSACTION] : An ITI-40 is sent in parallel to the ADR Authorization Decision request from the SUT to the ADR Decision
Provider

CH_ADR_PR
OVIDER_SI
MULATOR

PPQ_REP
OSITORY_
WITH_XUA

RequiredYesAUTH_DECIS
ION_REQUES

T

25 ADR Request

[TRANSACTION] : An ADR authorization decision request is sent to an ADR provider simulator to retrieve an access decision
according to the confidentiality level (normal, restricted and secret) and policy set.
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Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo30 Validation

[EVIDENCE] : The links to the validations of all messages on GWT is provided.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo40 none

[EVIDENCE] : The SUT proves that a link to this test instance XUA_X-SERVICE-PROV_ITI-40 and XUA_X-SERVICE-
USER_ITI-40. test case has been added for both transactions.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo50 none

[EVIDENCE] : The SUT proves that a link to each relevant EVS Client validations has been added to the
CHADR_FOR_CONSUMER test case.
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Sequence Diagram
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Test case #13976 CHPPQ_POLICY_REPO_PPQ-1_DEL
Test Summary

Keyword : CHPPQ_POLICY_REPO_PPQ-
Name : CHPPQ_POLICY_REPO_PPQ-1_DEL

Version : 1.2 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

System acting as PPQ Repository must respond to valid and invalid PPQ requests aiming at deleting a
policy in the repository.

Short Description :

Author : No verifiedVerified by :vhofman Not verified
Date of last 2024-01-26 16:24:28.455458 by vhofman

Test Description

Test Participants
Role in test  : CH_ADR_PROVIDER_SIMULATOR (Tool) Option : R 1Nb of instances :
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Test Participants
Role in test  : PPQ_REPOSITORY_WITH_XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-PROV

XUA NONEX-SERV-USR

CH:ADR NONEAUTH_DECI_CONS

CH:PPQ NONEPOLICY_REPO

Role in test  : PPQ_SOURCE_SIMULATOR (Tool) Option : R 1Nb of instances :

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo10 Configure

[OTHER_ACTION] The Policy Repository is configured to communicate properly with the ADR provider simulator.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_SOU
RCE_SIMU

LATOR

RequiredYesPPQ-115 Delete Policy

TRANSACTION] : Runing the project on GWT initiate an PPQ-1 request to initialize the Policy Repository

CH_ADR_PR
OVIDER_SI
MULATOR

PPQ_REP
OSITORY_
WITH_XUA

RequiredYesAUTH_DECIS
ION_REQUES

T

17 ADR REQUEST

[TRANSACTION] : An ADR authorization decision request  is sent to an ADR provider simulator to retrieve an access decision
according to the confidentiality level (normal, restricted and secret) and policy set.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_SOU
RCE_SIMU

LATOR

RequiredYesPPQ-120 Delete Policy

[TRANSACTION] : Runing the project on GWT initiate an PPQ-1 request from the Policy Source simulator to the SUT

CH_ADR_PR
OVIDER_SI
MULATOR

PPQ_REP
OSITORY_
WITH_XUA

RequiredYesAUTH_DECIS
ION_REQUES

T

25 ADR REQUEST

[TRANSACTION] : An ADR authorization decision request is sent to an ADR provider simulator to retrieve an access decision
according to the confidentiality level (normal, restricted and secret) and policy set.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo30 Validate

[EVIDENCE] : Provide the links to both GWT executions and to the EVS client validations
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Sequence Diagram
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Test case #13975 CHPPQ_POLICY_REPO_PPQ-1_UPD
Test Summary

Keyword : CHPPQ_POLICY_REPO_PPQ-
Name : CHPPQ_POLICY_REPO_PPQ-1_UPD

Version : 1.2 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

PPQ Repository must respond to a valid simulated PPQ UpdatePolicy Request.Short Description :

Author : No verifiedVerified by :vhofman Not verified
Date of last 2024-01-26 16:24:36.921642 by vhofman

Test Description

Test Participants
Role in test  : CH_ADR_PROVIDER_SIMULATOR (Tool) Option : R 1Nb of instances :
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Test Participants
Role in test  : PPQ_REPOSITORY_WITH_XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-PROV

XUA NONEX-SERV-USR

CH:ADR NONEAUTH_DECI_CONS

CH:PPQ NONEPOLICY_REPO

Role in test  : PPQ_SOURCE_SIMULATOR (Tool) Option : R 1Nb of instances :

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo10 Configure

[OTHER_ACTION] The Policy Repository is configured to communicate properly with the ADR provider simulator.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_SOU
RCE_SIMU

LATOR

RequiredYesPPQ-115 Add Policy

[TRANSACTION] : Runing the project on GWT initiate an PPQ-1 request from the Policy Source simulator to the SUT

CH_ADR_PR
OVIDER_SI
MULATOR

PPQ_REP
OSITORY_
WITH_XUA

RequiredYesAUTH_DECIS
ION_REQUES

T

18 ADR REQUEST

[TRANSACTION] : An ADR authorization decision request is sent to an ADR provider simulator to retrieve an access decision
according to the confidentiality level (normal, restricted and secret) and policy set.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_SOU
RCE_SIMU

LATOR

RequiredYesPPQ-120 Update Policy

[TRANSACTION] : Runing the project on GWT initiate an PPQ-1 request from the Policy Source simulator to the SUT

CH_ADR_PR
OVIDER_SI
MULATOR

PPQ_REP
OSITORY_
WITH_XUA

RequiredYesAUTH_DECIS
ION_REQUES

T

25 ADR REQUEST

[TRANSACTION] : An ADR authorization decision request grouped with an ITI-40 is sent to an ADR provider simulator to
retrieve an access decision according to the confidentiality level (normal, restricted and secret) and policy set.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo30 Validation

[EVIDENCE] : Provide the links to both GWT executions and to the EVS client validations
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Sequence Diagram
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Test case #13974 CHPPQ_POLICY_REPO_PPQ-2
Test Summary

Keyword : CHPPQ_POLICY_REPO_PPQ-2_CTS
Name : CHPPQ_POLICY_REPO_PPQ-2

Version : 1.2 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

PPQ Repository must respond to a valid simulated PPQ XACMLPolicy RequestShort Description :

Author : No verifiedVerified by :vhofman Not verified
Date of last 2024-01-26 16:25:45.924533 by vhofman

Test Description
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Test Participants
Role in test  : CH_ADR_PROVIDER_SIMULATOR (Tool) Option : R 1Nb of instances :

Role in test  : PPQ_CONSUMER_SIMULATOR (Tool) Option : R 1Nb of instances :

Role in test  : PPQ_REPOSITORY_WITH_XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-PROV

XUA NONEX-SERV-USR

CH:ADR NONEAUTH_DECI_CONS

CH:PPQ NONEPOLICY_REPO

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo5 Configure

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo10 Configure

[OTHER_ACTION] The Policy Repository is configured to communicate properly with the ADR provider simulator.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_CON
SUMER_SI
MULATOR

RequiredYesITI-4015 Provide X-User
Assertion

[TRANSACTION] : Runing the project on GWT initiate an ITI-40 in parallel to the PPQ-2 request from the Policy Consumer
simulator to the SUT

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_CON
SUMER_SI
MULATOR

RequiredYesPPQ-220 Policy Query

[TRANSACTION] : Runing the project on GWT initiate an PPQ-2 request, grouped with an ITI-40 from the Policy Consumer
simulator to the SUT

CH_ADR_PR
OVIDER_SI
MULATOR

PPQ_REP
OSITORY_
WITH_XUA

RequiredYesITI-4022 Provide X-User
Assertion

[TRANSACTION] : An ITI-40 is sent in parallel to the ADR Authorization Decision request from the SUT to the ADR Decision
Provider

CH_ADR_PR
OVIDER_SI
MULATOR

PPQ_REP
OSITORY_
WITH_XUA

RequiredYesAUTH_DECIS
ION_REQUES

T

25 ADR REQUEST

[TRANSACTION] : An ADR authorization decision request grouped with an ITI-40 is sent to an ADR provider simulator to
retrieve an access decision according to the confidentiality level (normal, restricted and secret) and policy set.
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Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo30 Validate

[EVIDENCE] : The links to the validations of all messages on GWT is provided.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo40 none

[EVIDENCE] : The SUT proves that a link to this test instance XUA_X-SERVICE-PROV_ITI-40 and XUA_X-SERVICE-
USER_ITI-40. test case has been added for both transactions.

PPQ_REPO
SITORY_WI

TH_XUA

PPQ_REP
OSITORY_
WITH_XUA

RequiredNo50 none

[EVIDENCE] : The SUT proves that a link to each relevant EVS Client validations has been added to the
CHADR_FOR_CONSUMER test case.
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Test case #13973 CHPPQ_POLICY_SRC_PPQ-1_ADD
Test Summary

Keyword : CHPPQ_POLICY_SRC_PPQ-
Name : CHPPQ_POLICY_SRC_PPQ-1_ADD

Version : 1.2 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

Policy Source requests to add new Policy in a simulated PPQ repositoryShort Description :

Author : No verifiedVerified by :vhofman Not verified
Date of last 2024-01-26 16:31:43.345632 by vhofman

Test Description

Test Participants
Role in test  : PPQ_REPOSITORY_SIMULATOR (Tool) Option : R 1Nb of instances :

Role in test  : PPQ_SOURCE_WITH_XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-USR
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Test Participants
OptionActor Profile

CH:PPQ NONEPOLICY_SRC

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_SOUR
CE_WITH_X

UA

PPQ_SOU
RCE_WIT

H_XUA

RequiredNo5 None

[OTHER_ACTION] : The system is configurated to be able to register its audit messages.

PPQ_SOUR
CE_WITH_X

UA

PPQ_SOU
RCE_WIT

H_XUA

RequiredNo10 None

[INSTRUCTION] Configure your system to contact Identity Provider Simulator to authenticate a user and to contact the
Assertion Provider Simulator to get an assertion for this user

PPQ_REPO
SITORY_SIM

ULATOR

PPQ_SOU
RCE_WIT

H_XUA

RequiredYesITI-4015 Provide assertion

[TRANSACTION] Each PPQ-1 transaction shall be supported by a ITI-40 Provider X-User Assertion transaction. That means
that we want your system to demonstrate its capability to enclose the SAML token with the SOAP header of the PPQ-1 request.

PPQ_REPO
SITORY_SIM

ULATOR

PPQ_SOU
RCE_WIT

H_XUA

RequiredYesPPQ-120 Add Policy

[TRANSACTION][EVIDENCE] Trigger an event that initiates the AddPolicyRequest. Validate your request and copy the
permanent link to the messages in this step.

PPQ_SOUR
CE_WITH_X

UA

PPQ_SOU
RCE_WIT

H_XUA

RequiredNo30 Validate

[EVIDENCE] : The links to the validations of all messages on GWT is provided.

PPQ_SOUR
CE_WITH_X

UA

PPQ_SOU
RCE_WIT

H_XUA

RequiredNo40 Validate

[EVIDENCE] : The SUT proves that a link to this test instance has been added to the XUA_X-SERVICE-USER_ITI-40 test
case.
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Test case #13972 CHPPQ_POLICY_SRC_PPQ-1_DEL
Test Summary

Keyword : CHPPQ_POLICY_SRC_PPQ-1_DEL_CTS
Name : CHPPQ_POLICY_SRC_PPQ-1_DEL

Version : 1.2 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

Policy Source Delete Policy requests to a simulated PPQ repository a valid PPQ-1 Delete Policy queryShort Description :

Author : No verifiedVerified by :vhofman Not verified
Date of last 2024-01-26 16:26:13.734487 by vhofman

Test Description

Test Participants
Role in test  : PPQ_REPOSITORY_SIMULATOR (Tool) Option : R 1Nb of instances :
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Test Participants
Role in test  : PPQ_SOURCE_WITH_XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-USR

CH:PPQ NONEPOLICY_SRC

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_SOUR
CE_WITH_X

UA

PPQ_SOU
RCE_WIT

H_XUA

RequiredNo10 Configure

[INSTRUCTION] Configure your system to contact Identity Provider Simulator to authenticate a user and to contact the
Assertion Provider Simulator to get an assertion for this user

PPQ_REPO
SITORY_SIM

ULATOR

PPQ_SOU
RCE_WIT

H_XUA

RequiredYesITI-4015 Provide assertion

[TRANSACTION] Each PPQ-1 transaction shall be supported by a ITI-40 Provider X-User Assertion transaction. That means
that we want your system to demonstrate its capability to enclose the SAML token with the SOAP header of the PPQ-1 request.

PPQ_REPO
SITORY_SIM

ULATOR

PPQ_SOU
RCE_WIT

H_XUA

RequiredYesPPQ-117 Add Policy

[TRANSACTION] : Send an AddPolicy Request to the Policy Repository simulator

PPQ_REPO
SITORY_SIM

ULATOR

PPQ_SOU
RCE_WIT

H_XUA

RequiredNoPPQ-120 Delete Policy

[TRANSACTION][EVIDENCE] Send your Delete Policy Request to PPQ simulator. Validate your request and copy the
permanent link to the messages in this step.

Page 36 of 422024-08-29



Conformance tests definitions

Sequence Diagram

Page 37 of 422024-08-29



Conformance tests definitions

Test case #13971 CHPPQ_POLICY_SRC_PPQ-1_UPD
Test Summary

Keyword : CHPPQ_POLICY_SRC_PPQ-
Name : CHPPQ_POLICY_SRC_PPQ-1_UPD

Version : 1.2 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

Policy Source must request to a simulated PPQ repository a valid UpdatePolicy Request.Short Description :

Author : No verifiedVerified by :vhofman Not verified
Date of last 2024-01-26 16:26:42.365157 by vhofman

Test Description

Test Participants
Role in test  : PPQ_REPOSITORY_SIMULATOR (Tool) Option : R 1Nb of instances :

Role in test  : PPQ_SOURCE_WITH_XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-USR
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Test Participants
OptionActor Profile

CH:PPQ NONEPOLICY_SRC

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type

PPQ_SOUR
CE_WITH_X

UA

PPQ_SOU
RCE_WIT

H_XUA

RequiredNo40 None

[INSTRUCTION] Configure your system to contact Identity Provider Simulator to authenticate a user and to contact the
Assertion Provider Simulator to get an assertion for this user

PPQ_REPO
SITORY_SIM

ULATOR

PPQ_SOU
RCE_WIT

H_XUA

RequiredYesITI-4041 Provide assertion

[TRANSACTION] Each PPQ-1 transaction shall be supported by a ITI-40 Provider X-User Assertion transaction. That means
that we want your system to demonstrate its capability to enclose the SAML token with the SOAP header of the PPQ-1
request.

PPQ_REPO
SITORY_SIM

ULATOR

PPQ_SOU
RCE_WIT

H_XUA

RequiredYesPPQ-145 Add Policy

[TRANSACTION] : send an AddPolicy request to the Policy Repository simulator

PPQ_REPO
SITORY_SIM

ULATOR

PPQ_SOU
RCE_WIT

H_XUA

RequiredYesPPQ-150 Update Policy

[TRANSACTION][EVIDENCE] Send your Update Policy Request to PPQ simulator. Validate your request and copy the
permanent link to the messages in this step.

PPQ_SOUR
CE_WITH_X

UA

PPQ_SOU
RCE_WIT

H_XUA

RequiredNo60 Validate

[EVIDENCE] : The links to the validations of all messages on GWT is provided.
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Test case #13970 PPQ_REPO_CONF
Test Summary

Keyword : PPQ_REPO_CONF_CTS
Name : PPQ_REPO_CONF

Version : 1.0 Status : ready

Type : conformity assessment
Peer Type : NO_PEER_TEST

Configuration and data feed for the PPQ RepositoryShort Description :

Author : No verifiedVerified by :vhofman Not verified
Date of last 2024-01-26 16:39:26.87369 by vhofman

Test Description

Test Participants
Role in test  : PPQ_REPOSITORY_WITH_XUA (SUT) Option : R 1Nb of instances :

OptionActor Profile

XUA NONEX-SERV-PROV

XUA NONEX-SERV-USR

CH:ADR NONEAUTH_DECI_CONS

CH:PPQ NONEPOLICY_REPO

Test Steps
Initiator Secured ? Option DescriptionResponder TransactionIndex Message Type
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